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Overview

HRZ-ZiKiT is an interface engine and interface design tool for HL7 and DICOM integration. Use HRZ-ZiKiT
ZiKiT Mapper to define and implement interfaces. HRZ-ZiKiT requires no programming. The mapping
definition is done by drag-and-drop of message attributes in the ZiKiT Mapper Application.

The kit comes with pre-configured Service Order to DICOM Modality Worklist mapping and HL7 Results
mapping.

Package Content
HRZ-ZiKiT includes six applications:

Application Description

ZiKiT Service The ZiKiT runtime service does the actual work of
message processing according to the definitions made
using the ZiKiT Mapper.

DICOM Server The DICOM Server is integrated with the HL7 Server and
uses the same database. It is a Modality Worklist SCP,
Storage SCP and Q/R SCP.

ZiKiT Runtime Control Panel The ZiKiT runtime control panel is used to configure the
HL7 and the DICOM Services

ZiKiT Sender HL7 message editor and validation tool and TCP/IP
network message sender

ZiKiT Receiver HL7 TCP/IP listener and Message processor.

ZiKiT Mapper The main design tool for HL7 message processing. It is
used to define incoming and outgoing message
processing definitions.

Worklist Manager A simple Worklist manager that can be used for searching
patients/procedures stored in DB and scheduling studies
for the Modality Worklist SCP

Dicom Mapper A console application to extract info from DICOM files
stored by DICOM server and insert it into ZiKiT DataBase

HRZ ZiKiT 2020 - Users Manual 4 Version 3.0
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Feature

HRZ-ZiKiT

Edit HL7 Messages
Convert HL7 to XML/ V2. XML

Send HL7 Messages over TCP/IP

Configurable Protocol Definition

Receive Messages over TCP/IP

Retry Mechanism

Launch custom application

Audit Trails, Logs and Monitoring

Database Integration

Dynamic Rules Definition

GUI Interface Definition Tool
Hot Folder Integration
Multiple destinations

Multiple HL7 Protocol Versions

Multiple HL7 Mapping Rules
HL7 Queries and Results processing

Multiple Databases
DICOM Integration

Use ZiKiTSender to view, verify and edit HL7 messages
Save HL7 message as XML using ZiKiTSender. Convert
incoming HL7 messages to XML/ V2.XML and pass it to
another application using ZiKiTReceiver

Automatically send HL7 messages whenever data is
created or modified in your application database.

Send messages manually using the ZiKiTSender Utility.
HL7 protocol versions are dynamic.

Easily modify and test site-specific HL7 message structures
and variants.

Messages received via TCP/IP are automatically processed
by the ZiKiT Service operates in the background and
populate your application database.

Number of retries and retry frequency for outgoing
messages that failed to send due to network problems.
ZiKiTReceiver can activate your custom application with
the HL7 message as a parameter, either in HL7 or XML
format.

Logging events at the message level, optionally with
complete message content. Set your own event triggers in
the system event viewer to monitor critical events using
email or text messages.

Incoming HL7 messages are processed and the data is
inserted directly to the database tables of your application.
Outgoing HL7 messages are sent when your application
inserts data into the database tables.

The mapping between your application databases and the
HL7 messages is done using a drag and drop mapping
application.

ZiKiT Mapper helps you design your interfaces and define
incoming and outgoing message processing rules.
HRZ-ZiKiT can send and receive messages via TCP/IP
network or from/to pre-defined folders.

One HL7 backend service can interface with many HL7
applications using the Control Panel >>Remote Application
One HL7 backend service can use different HL7 protocol
for different HL7 application. For example it can talk to one
messages application using version 2.2 and to another
using version 2.3

Every remote application can have different rules so you
can have different database tables for different interfaces.
Send HL7 Query messages (QRY”*** event types) and
process query results.

We support MSSQL, MySQL and SQLite

Option to parse incoming DICOM files and store info in the
database tables of your application.

HRZ ZiKiT 2020 - Users Manual
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Installation Instructions

System Requirements
Operating Systems:

e  Windows 2008 Server R2 or later is recommended.

e HRZ-ZIKiT is tested on Windows Server 2016 (x64).

e HRZ-ZIKiT is compatible with windows workstation and server operating systems, 32 and 64
bit editions.

e The kit requires .NET Framework 4.0 or later.

Database Integration:

e Built-in Database integration

e Microsoft SQL Server 2008 or newer, Including express editions
e MySQL

e SQlite

Installing HRZ-ZiKiT

If previous version of HRZ-ZiKiT was installed on your computer - see Upgradelnstruction.pdf document
explaining how to backup ZiKiT configuration and restore it after installation.

Double Click Setup.exe and follow the instructions.
After installation is complete, SQLite built-in Data Base is set as current DB.

Service Configuration Panel will be opened so you can change connection string manually and start
services (see ZiKiT Runtime Configuration).

After installation, the ZiKiT Runtime Service is configured to start automatically with your system. You

can cancel it by editing your system "Startup" settings.

To start the service without restarting, do one of the following:

1. Using the ZiKiT Service configuration tray icon “

a. Double click the tray icon
b. Click the start button at the top left.

OR

2. Start the ZiKiTService from the services control panel
a. From the start menu select run

HRZ ZiKiT 2020 - Users Manual 6 Version 3.0
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b. Type in services.msc
c. Find ZiKiT Runtime Service
d. Startit

Or

3. Start ZiKiTService from command line
a. From the start menu select run
b. Typecmd
c. Inthe command window type:
net start ZiKiTService

Activation
Activating the product removes the evaluation copy limitations. A registration form is displayed when
the ZiKiTMapping/ Receiver application or the ZiKiT Runtime Control Panel are started.

HRZ ZiKiT 2020 Registration n

After buying a license, to register, please copy the serial number that was
received by email.

The serial number and e-mail address must match the ones that were
received when purchasing the software.

Click the "Online Activation™ button to register HRZ ZiKiT 2020 through our W
Service.

Click the "Offline Activation™ button to open e-mail activation screen.

Serial Number. |

(4]
o

E-Mail: | |

Offline Activation Online Activation Evaluate

To activate your product online:

1. Key in the serial number (or transaction id) and e-mail address from your HRZ-ZIKiT license
purchase receipt.

2. Click the "Online Activation" button. If your purchase was found in our system - your license will
be saved on your PC.

To activate your product offline:
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1. Key in the serial number (or transaction id) and e-mail address from your HRZ-ZIKiT license
purchase receipt and click the "Offline Activation" button:

Please copy the registration code and DSRSVC license request below
to activate using our activation web site
https://hrzactivation.azurewebsites.net/

Registration Code: [ SN=)0000C00CX, EMAIL=name@mail.com,REGCODE=505
Copy 24F445543543D5A694B6954323032302C4844534E3D36
364138334239312C4E49433D4D4143416464726573732
C43505549443D424645424642464630303038303645392
C4D535645524946593D525A

DSRSVC lic.request: | 5 3000000 9fbdc27d1ffc8b69a3bbsbbas
Copy

Once you get the codes from us, paste it below and click "Activate”.
Activation Key: | |

DSRSVC license: | |

Back Activate

2. Navigate to https://hrzactivation.azurewebsites.net/ and enter there your serial number
and email to login to our activation system.

3. Paste the copied registration code and DSRSVC license request into the corresponding fields
and get ZiKiT activation code and DSRSVC license content.

4. Copy activation key and license and paste them into the Activation key/DSRSVC license text
boxes.

5. Click Activate.

HRZ ZiKiT 2020 - Users Manual 8 Version 3.0
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Evaluation
To evaluate HRZ-ZIKiT, click the Evaluate button in the registration form, next screen will be opened:

Please fill the information below and click "Get Evaluation License".

You will receive an evaluation key by e-mail.
Once you get this key, paste it below and click "Activate" key.

Name: | I

Phone: | |

Company: | |

E-Mail: |

Get Evaluation License

Evaluation Key: l |

DSRSVC license: l I

Activate

Enter your data (email is required, other fields are optional) and click "Get evaluation license" button.

You will receive email containing ZiKiT activation key and DICOM server license for one month like:

Dear Customer,

Thank You for evaluating our product.

Please download the latest version of HL7Kit from the following link:

HRZ ZiKiT 2020.

Use this HL7 evaluation key in the activate trial screen:

Evaluation key: SOME_ACTIVATION_CODE

and DICOM Server license file content:

DSRSVC license: SOME_LICENSE_TEXT

Then click the Activate button.

To activate the software on computers that are disconnected from the internet click the offline activation button and
copy the code. Then from a connected computer go to https://hrzactivation.azurewebsites.net. Fill the serial and
email to get the activation code.

Thank You,

H.R.Z. Software Services LTD Team
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Support of secure (TLS 1, 1.2) HL7 network communication

Certificates from Windows store can be used for secured HL7 connections to remote servers.
Application uses certificates from this location only (see Microsoft Management Console):

~ Console Root
a ¥ Certificates - Current User
4 | Personal
| Certificates |
- Trusted Root Certification Authc
| Enterprise Trust
~ Intermediate Certification Autho
- Active Directory User Object
~ Trusted Publishers
7 Untrusted Certificates
| Third-Party Root Certification At
1 Trusted People
= Client Authentication Issuers
~ Other People
1 MSIEHistory Journal
| Certificate Enrollment Requests
~ Smart Card Trusted Roots

User can select certificate from the pre-loaded list in each relevant application (and set some other
security relevant definitions). See detailed description in the Sender/Receiver/Runtime configuration

sections.
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Applications

ZiKiTSender

File Send Message Send MessageAs HL7 V2 XML CPOE/RIS Simulator Help

Current messages structure

Event types structure

Configuration
This application name Remote application name MLP Envelope prefix
|HL7 | |Remote application | IOxB | ‘. Open Connection
This application facility Remote application facility MLP Envelope suffix _
&% Close Connection
|FaC | |Test | |0x1C 0xD |
Message configuratuion version Remote application host name Max. message length ] Leave connection opened
| 251 v [localhost | 16384 |
Connection timeout (msec.)
Segment separator Remote application port [] uTF-8 encoding Send Receive
|oxD | |2575 | Wait for ACK 120000 | [120000 |
[] use TLS1.2 connection Nindows Certificates store HL7 Kit Certificate Name
@ Local Machine O Current User l X E

Log

ZiKiTSender is a utility application for sending HL7 messages through the network. It is a single form
application that can read, write, validate, convert to XML and send HL7 messages.

The upper right parts of the form shows the message in a rich text control where it can be edited. Every
HL7 segment starts in a new line. The best way to edit the message is to cut and paste segments from
other messages (you can open multiple instances of the program) or modify the value between two |

signs (field separator).

The upper left area is divided into two panels showing the message content in as a tree view (up) and
the message definition (down).
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At the lower part of the form there are a few text fields where the user can set the LLP network protocol
elements, the TCP/IP protocol attributes (destination host name or IP address, port number and
timeouts) and disable or enable ACK’s.

The two message structure text configuration files (segDefs and msgRules) are located in the installation
folder and can be edited manually if necessary. You can duplicate these files with different suffixes in
order to use multiple ‘flavors’ of the HL7 message structures.

Viewing Message Content
From the File menu select Open HL7 File and select a file to open.

The message content is shown on the right panel.

When the message structure is valid, a green message is shown on the left side of the screen.

E-EVN

‘1. EvertTypeCode (ID)

2. DateTimeofEvent (TS)
- 3. DateTimePlannedEvent (TS)
.4, EvertReasonCode (ID)

H- patient

- ROL

(- OBX

® Message is valid

+...[5)

If the message is not valid, a red message is shown on the left side of the screen describing the problem.

Current messages structure MSH|*3|AEDCLNT400"0000000001 365"
EVN|20160801141742([2016073010000C

PID[1 (10051811 203~ S AP*PI~7B34629°
ROL||UP|PP*Primary Care Provider|
PV IVEASPNIDT S VEASHKSA
g\Rr?lll|I|I|I|I||I2l3l1 607301 00000/MNMMIIIIIIE
ROL|UP|ICP*Consulting Provider|HKS Eng
IN [P ZONVAINNINIR:
INZ2 O ARAT
=- ADTAM A
- MSH
= EVN
1. EvertTypeCode (ID)
2. DateTimeofEvent (TS)
3. DateTimePlannedEvent (TS)
.. 4. EvertReasonCode (ID)
(- patient
G- ROL
(- OBX vi <

@ Segment PD1 is missing in message structure in msgRules file after PID segment

In the above example, a wrong segment name is present.
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To fix that, edit the message content and remove the offending segment.

Sending Messages
Use ZiKiTSender to send messages stored in HL7 Files. Open a file and click the ‘Send Message’ menu
button. You can send a message formatted as V2.XML by clicking "Send Message as V2.XML"

Editing Messages
Open a file and edit its content in the HL7 Message text box.
Use the message structure left panel to navigate through the message segments and fields.

Modifying Fields’ Values

In the message structure left panel click on the field name.
The field text is highlighted in the message text panel.

Use the keyboard to change the field value.

Adding Segments
In the message structure click on the segment you would like to insert a segment before.

Click <Home>.

Click <Enter>.

Key in the 3 letters segment name followed by the | sign.
The new segment is added to the message structure panel.

Convert HL7 to XML
From the File menu select Save As.

Choose XML from the “save as type” combo box.
y

puter

} File hame: [ v ‘ | Save |
2
work | Save as type: XML files [*.xml) v

HL7 files (*.hl7

Remote ap)
} [ | 0+1C 04D |

Convert HL7 to V2.XML format
From the File menu select Save As HL7 V2.XML.

HRZ ZiKiT 2020 - Users Manual 13 Version 3.0
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ZiKiT Sender main form
ZiKiTSender Menus
The File Menu

New

Y

HL7 Message structure tree and HL7 Message text box will be cleared.

Open

www.hl7kit.com

info@roniza.com

Select the file type you want to open, browse and select an HL7 file. The file content will be loaded to

the HL7 Message text box.

’ B Open
\
’ 1

Organize » New folder

HRZ_ZIKIT & Name

’ A hrzitd.hi7

[ This PC
_J) 3D Objects

« HRZ_ZIKIT > Examples

& SIUS12.hI7
‘82 QRYAT19.hI7
"2 ORURO1.hI7

2 ORM_Example.hl7

[l Desktop

E] Documents
; Downloads
J’) Music

‘2 ADTAO1.hI7
‘& ADRA1S.hI7

| Pictures
B Vvideos
‘s Local Disk (C:)

I R N P Sy . v <

Search Examples

o b

Date modified

06-Dec-20 12:35

24-Nov-
24-Nov-

24-Nov-20

File name: |1ples\SIUS12.hI7

v| |HL

Save

7 files (*.hl7)

Open

m @

Type

HL7 File
HL7 File
HL7 File
HL7 File
HL7 File
HL7 File

Cancel

Save current context of the HL7 Message text box to a HL7 file or XML file. If a file was previously

opened, its content will be replaced. If you edit a new file you'll be prompted to select file type (HL7 or

XML) and destination place.

Save As

Save current context of the HL7 Message text box to a new HL7 file or XML file. You'll be prompted to

select file type (HL7 or XML) and destination place.

HRZ ZiKiT 2020 - Users Manual
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Save As HL7 V2. XML
Save current context of the HL7 Message text box to a new V2. XML file. You'll be prompted to select
destination place.

The Send Message Menu Button
Clicking the Send Message menu button sends the content of the HL7 Message text box through the
network to the remote application.

The Send Message As HL7 V2.XML Message Menu Button
Clicking the Send Message As HI7 V2. XML menu button sends the content of the HL7 Message text box
formatted as V2.XML message through the network to the remote application.

The Help Menu

About ZiKiT Sender
This item displays the about form.

User manual
This item opens manual PDF document in the built-in OS PDF reader (if such reader defined).

Support portal
This item open https://hrzactivation.azurewebsites.net/ login page in the built-in Web browser.

Save my configuration
This item proposes to create ZIP file which will contain all configurations/definitions files required for
application running (config.exe. msgRules etc.).

Restore my configuration
This item proposes to select configuration ZIP file. If selected file contains required
configurations/definitions files - they will be restored to the folder of the application.

HL7 Message Content Tree

The HL7 Message Content tree control displays the message structure as a tree. Each logical part of the
message is represented as node holding a collection of segment nodes. Each segment node is a
collection of fields. The node’s names are the field name.

When clicking on a message structure node, the corresponding message text is selected in the ZiKiT
Message text box.

HL7 Message Definition Tree

The HL7 Message Definition tree control displays the message definition structure according to the
message definition rules. Use this display to compare the actual message content with the message
definition.

HRZ ZiKiT 2020 - Users Manual 15 Version 3.0
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HL7 Message text box

The HL7 Message text box is the main editing area of the ZiKiTSender. It displays the HL7 Message and
enables editing of its content. Every segment is displayed in a new line. When editing a message, be
careful not to break segments.

The Configuration Area

Message Configuration Version
Use this drop down to select the HL7 version to work with. See creating new configurations for

explanation how to add HL7 versions to this drop down.

Segment Separator
Use this text box to set the characters combination (Hexadecimal notation) to use as segment separator.
By default it's OxD (LF).

This Application Name
Use this text box to set Sending Application field in MSH segment of message to send.

This Application Facility
Use this text box to set Sending Facility field in MSH segment of message to send.

Remote Application Host Name
Use this text box to set the host name or the IP address of the computer that you want to send the
message to.

Remote Application Port
Use this text box to set the port number to the one the destination application listens on.

MLP Envelope Prefix
Use this text box to set the LLP prefix using Hexadecimal notation. See LLP for more information.

MLP Envelope Suffix
Use this text box to set the LLP suffix using Hexadecimal notation. See LLP for more information.

Max.message length
Maximum length (in bytes) of the buffer to send message through network. Increase this value if you
intend to send large messages.

UTF-8 encoding
Use this check box to define whether Sender will encode outgoing HL7 messages as UTF-8

Wait for ACK
Use this check box to define whether Sender will wait for ACK response from remote application.
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Connection Timeout
Send and receive network timeouts in milliseconds. When ZiKiT Sender performs network activities and
there’s no response from the peer for the specified period, the activity is stopped and an error message

is displayed.

Open/Close Connection Buttons and Leave Connection Open Checkbox

The Open/Close connection buttons allow opening the TCP/IP connection without sending any message
yet. When the "Leave Connection Open" checkbox is checked, the Send Message command will not
close the connection after sending the message, and allow sending additional messages over the same

connection.

Use TLS1.2 connection Checkbox
If selected enable secure HL7 network communication.

ZiKiT certificate name List
Allows to select one of the existing Windows certificates.

Log
The log text area shows diagnosis messages relevant to the message sending and ACK processing. It also
shows the response received when sending messages.
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ZiKiTReceiver

QZ
Stop  Minimize totray Help

Main settings  ACK settings

Monitor [] save logs in the folder:| I a

15:52:18 - listener started on port 8085
Information : Inbound thread started. Listener port: 8085

Configuration UTF-8 encoding Application name Message configuratuion version
stene c 251
Save message in Listener application
a Application facility Segment separator
Test 0xD
Save HL7 Save XML
Save XML V2 Host name Max. message length
localhost 16384
Run EXE on message receiving Listener port MLP Envelope prefix
iexplore.exe a 8085 0xB
HL7 parameter ! Connection timeout (msec.)
. b i Send Receive MLP Envelope suffix [
/, L \
e 15000 15000 0x1C 0xD

Windows Certificates store oL s R
Use TLS1.2 connection Local Machine Current User X a

Verify client certificate

ZiKiT Receiver is a utility for receiving HL7 messages through the network (AKA HL7 Listener).
The receiver listens on a network port and waits for incoming connections. Every incoming message is
validated and can be saved on the local hard disk. A configurable application or script can be launched
after receiving a message. The messages' content can be saved in HL7 and/or in XML format.

ZiKiTReceiver Main Form
ZiKiT Receiver Menu

Stop/Start
Click this button to change the HL7 network listener state. By default, the listener is active and messages
are accepted. Toggle the Stop/Start button after configuration changes to apply the new configuration.
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Minimize to tray

Click this button to close main application window and display icon in the system tray:

o\

« Fg m 97 ) ENG 11:31

Double-click on this icon to restore application screen.
The Help Menu

About ZiKiT Receiver
This item displays the about form.

User manual
This item opens manual PDF document in the built-in OS PDF reader (if such reader defined).

Support portal
This item open https://hrzactivation.azurewebsites.net/ login page in the built-in Web browser.

Save my configuration
This item proposes to create ZIP file which will contain all configurations/definitions files required for

application running (config.exe. msgRules etc.).

Restore my configuration
This item proposes to select configuration ZIP file. If selected file contains required
configurations/definitions files - they will be restored to the folder of the application.

Event Log
ZiKiTReceiver creates an event log that can be used for monitoring and trouble shooting. To view the
event log:

1. From the start menu select Control Panels/Administrative Tools/Event Viewer
2. Click on the RZZiKiTPro log.

Text Log File
Check the “Save logs in the folder” checkbox to save text log files in a specific folder.

The Configuration Area

To change a configuration you must stop the listener to enable confutation controls. After you finished
editing, start the listener again; all changes will applied automatically and stored in the configuration file
for next Receiver start.
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UTF-8 encoding
Use this check box to define whether Receiver will consider incoming HL7 messages as UTF-8 encoded.

Save message
You can save every incoming HL7 message in various formats in a destination of your choice.

When you click on "Save message" notice that you are automatically prompted to select destination
folder. You can change this folder at any time by clicking "..." button.

When the Save HL7/Save XML/Save XML V2 checkbox is checked, ZiKiTReceiver creates an
HI7/XML/V2.XML file for every valid inbound message. The file structure is determined according to the
message rules definition in the configuration files.

Run EXE on message receiving

You can start some external process after receiving HL7 message passing incoming message as process
input (message must be saved using "Save message" mechanism if you want to use this option).

For example you can start iexplore.exe opening message saved as XML.

To select process file (EXE or other type) click on the "..." button. Check HL7 parameter / XML parameter
/ XML V2 parameter to pass incoming message in correspondent format to the selected process if
message was saved in this format. More than one parameter can be used.

Message Configuration Version
Use this drop down to select the HL7 version to work with. See creating new configurations for

explanation how to add HL7 versions to this drop down.

Segment Separator
Use this text box to set the characters combination (Hexadecimal notation) to use as segment separator.
it's 0xD (LF) by default.

Application Name
Use this text box to set the Sending Application field in MSH segment of ACK message.

Application Facility
Use this text box to set Sending Facility field in MSH segment of ACK message.

Host Name
Use this text box to set the host name or the IP address of the Listener.

Listener Port
Use this text box to set the port number of the Listener.

MLP Envelope Prefix
Use this text box to set the LLP prefix using Hexadecimal notation. See LLP for more information.

HRZ ZiKiT 2020 - Users Manual 20 Version 3.0



H.R.Z. Software Services LTD )‘ www.hl7kit.com
6 David Yellin St. info@roniza.com

Tel-Aviv, Israel

MLP Envelope Suffix
Use this text box to set the LLP suffix using Hexadecimal notation. See LLP for more information.

Connection Timeout

Send and receive network timeouts in milliseconds. When ZiKiT Receiver performs network activities
and there’s no response from the peer for the specified period, the activity is stopped and an error
message is displayed.

Use TLS1.2 connection Checkbox
If selected enable secure HL7 network communication.

ZiKiT certificate name List
Allows to select one of the existing Windows certificates.

Verify client certificate Checkbox
When selected application will try to find remote client certificate file in the Clients Certificates folder

by certificate name.

Clients Certificates folder textbox
Path to folder where all remote clients certificate files will be stored.
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ACK settings tab

T ZiKiT Receiver - listener stopped O

Stat Minimizetotray Help

Main settings ACK settings

Current messages structure MSH"~\3MMORU"RO1ITI2.3.10
OBRI12345JR PEL APIS9999"ER"DOC

- ORURDT
- MSH

[#- report

Event types structure

[#- ORURO1

& Message is valid

Send ACK Override ACK
| C:\HRZ_ZIKMORUR01_Template.hi7 =

[] set sending Facilty in ACK by Receiving Facility from input

Save Save As

Send ACK
Mark this checkbox if you want to send ACK message as response to every received HL7 message.

Override ACK

Use the Override ACK checkbox to reveal the Override ACK panel where a substitute message can be
loaded and used instead of ACK message. This is useful for example for testing when you would like to
control the response that the ZiKiTReciever sends. Any valid HL7 message can be loaded to the Override
ACK panel.

HRZ ZiKiT 2020 - Users Manual 22 Version 3.0



H.R.Z. Software Services LTD )‘ www.hl7kit.com
6 David Yellin St. info@roniza.com

Tel-Aviv, Israel

ZiKiTMapper

Overview
The ZiKiT Mapping Application is an authoring tool for the ZiKiTService mapping rules. The rules are
stored in an XML file that is used by the ZiKiTService and defines how to process messages.

Configuration
To open a configuration form click on "Configuration" menu item.

@ ZiKiT Mapping configuration - O
Database Type | SQLite v | Test Al
DB path |C:\HRZ_ZIKM\DicomServer.db " Browse...
[] use buitt-in SQLite Database ' Copy DB Path

Path to rules files

C:\HRZ_ZIKM

Browse
Message configuratuion version
Segment separator [] uTF-8 encoding

Load last edited XML mapping file on application start
Rollback inbound test [] Insert NULL for empty HL7 fields

Cancel Save

Connection to Data Base
Under “Database Type” select MSSQL, MySQL or SQLite option .

If you choose SQLite option - by default built-in data base DicomServer.db will be selected. To set
another SQLite DB file - click on "Browse..." button and select path to the file.

If you use MSSQL or MySQL you can either choose a local ODBC DSN
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ZiKiT Mapping configuration — O X
Database Type | MSSQL «| psn: || V| [ Testar |
. . mssqgl
M | Connection String (Advanced
[] manual Con ing ( ) mysal
mysgl2

Path to rules files
CAHRZ_ZIKM\

Browse

Message configuratuion version
Segment separator [J] uTF-8 encoding

Load last edited XML mapping file on application start
Rollback inbound test [] Insert NULL for empty HL7 fields

Cancel Save

Or specify connection strings manually:
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@ ZiKiT Mapping configuration - O

Database Type ' MSSQL v ; Test All

Manual Connection String (Advanced)

DICOM IProvider=SQLNCLI11;Initial Cataleg=RZ_DICOM_HL7;Data Source=loce| ' Test DICOM

HL7 I:urity Info=False;initial Catalog=RZ_DICOM_HL7;Data Source=localhost| ‘ Test HL7

Use SqlData Client

Path to rules files
C\HRZ_ZIKM\

Browse

Message configuratuion version
Segment separator [J uTF-8 encoding

Load last edited XML mapping file on application start
Rollback inbound test [] Insert NULL for empty HL7 fields

Creating default Data Bases in MSSQL and MySQL servers
There are few scripts allowing you to create default Data Base in MSSQL or MySQL servers manually:

1. MSSQL - run installDB.bat located in the <installation-folder>\MSSQLScripts folder or
run <installation-folder>\MSSQLScripts\ RZ_DICOM_HL7_CreateDB_Script.sql in SQL
Server Management Studio
2. MysQL - run <installation-folder>\ MySQLScripts\ RZ_DICOM_HL7_CreateDB_Script.sql
in MySQL Workbench
In both cases DB by name RZ_DICOM_HL7 will be created, use this name in the correspondent
connection string

Check Connection Button
The check connection button is used to test the connection string.

Select Data Base Button
The select Data Base button is used to set the path to SQLite database file.
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Connection Wizard
The connection wizard button displays a connection utility (UDL) that can be used to configure the
database connection (for MSSQL server only).

Path to Rule Files Text Box
The path to rule files text box is used to edit the name of the folder in which the message definition files
are stored. These files define the HL7 message parsing.

Browse Button
The browse button is used to set the path to rule files.

Message Configuration Version Combo Box
The message configuration Version Combo Box displays the message definition files suffix. There may be
multiple sets of message definition files in the rules folder.

Segment Separator
Use this text box to set the characters combination (Hexadecimal notation) to use as segment separator.
By default it's OxD (LF).

UTF-8 encoding
Use this check box to define whether Mapper will build outbound test messages as UTF-8 encoded.

Load Last Edited XML Mapping File ...
If this check-box is set than the last edited file will be opened automatically when the application starts.

Rollback inbound text check-box
If this check-box is set, the data that is inserted when performing inbound tests will be rolled-back.
Uncheck this check-box to leave the data in the database. This is useful when validating the mapping

rules.

Insert NULL for empty HL7 fields check-box

If this check-box is set, NULL will inserted into Data Base for each empty HL7 fields in the inbound
message. When the field is NULL and the database table column has a not null constraint, the mapping
will fail and a failed ACK message will be sent. This allows user to have message content validation on
the mapping level.

If this check-box is not set, Empty (zero length) string will be inserted.

Cancel Button
The cancel button closes the configuration form without saving.

Save Button
The save button saves the configuration and then closes the form.
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ZiKiTMapper Main Form

Mapping ~ Configuration  Help

Messages structure of event type | ORMO01 v Data Base structure 4 Enables
Loaded files | C\HRZ_ZIKTExamples\ORM_Example 7 v| B @ Tableslist | STORAGE_ROOTS <] © Addtavle £ Reload
e SH 1582013020607 3S10RMO01IT2 .11
- e
& Order ~ i vext u
& L oRC ORCNWI1Z345RAZ0130206 MID12345 cCain ol ++ message_id - i e e
@ PEL AP ot fesm2 b
@ 0BR ZDS12.16.124.113543.6021.5.20130206.073513.562**Application*DICOM message_date_time MSHT patient_id PD3 patient_internal_id
g - modaity o8R2¢
v message_type usHe patient_message_id accession_number vite Scheduied_station_ae_
referrng_physicans_n
Event type structure message_controid | MSH 10 patent_name PDS Pvis i date e o
ORHO1-> Inbound rule. sending_applcaton usH3 phone_number requesting_physican | PV1T "
sending_faciity sk ¢ bith_date P07 requesting_service e p—— 30
usHs sex D3 weres_or
s - o REQUESTED PROCEDURE X
address sched_proc_step d | OBR19
i — -
message_data ORMOO! ssn D19
req_proc_d
study_nstance_uid 081
patint_weight
t req_proc_desc oRC 16
patent_height
 — req_proc_a orc2
service_requestid -
RequestedProcedureCo
< >
@ Message s valid
W Delete
uu_m_-_ oo
o) sH 7 Message MESSAGES ate_time ~
o) usH 9 pe ESSAGES pe
o usH 10 ntrolD MessAGES
al» usH 3 Sendingappicaton HESSAGES
o usH 4 SendingFacity ESSAGES
al» usH s Recelvngappicaton MessAGES
o) usH s acity HESsAcES
o) 0 s N_PATENT
o ) 4 N_PATENT bith_date
aj» o s sex N_PATENT
=13 ) 3 Patient-ternald N_PATENT patent_ig
al» PVt s ReferingDocor SeRVICE ReQUEST referrng_physicians_names
o PVt 7 AtendingDoctor SERVICE REQUEST requesting_physician
Ol » | order s 1 StudynstanceUD REQUESTED_PROCEDURE stugy_nstance_ud
Ol | order osr 2 DagnostiServSectd ScHED_pPROC_STEP modalty v

The Help Menu

About ZiKiT Mapping application
This item displays the about form.

User manual
This item opens manual PDF document in the built-in OS PDF reader (if such reader defined).

Support portal
This item open https://hrzactivation.azurewebsites.net/ login page in the built-in Web browser.

Save my configuration
This item proposes to create ZIP file which will contain all configurations/definitions files required for
application running (config.exe. msgRules etc.).

Restore my configuration
This item proposes to select configuration ZIP file. If selected file contains required
configurations/definitions files - they will be restored to the folder of the application.

The ZiKiTMapper Main Form is divided into three areas. The left area displays the hl7 message structure,
the right area displays database tables and the bottom area displays the mapping rules between the
message and the tables.

HRZ ZiKiT 2020 - Users Manual 27 Version 3.0



H.R.Z. Software Services LTD )‘ www.hl7kit.com
6 David Yellin St. info@roniza.com

Tel-Aviv, Israel

Inbound Message Rules
Inbound messages are messages that are sent from an external system to the HRZ-ZiKiT Runtime
Service.

Creating a simple Inbound Rules
1. Inthe main view, select the event type of the incoming message from the event-type combo-

box or open some file containing HL7 message (click a button to select file) or paste
message text into its panel.
The message structure is displayed on the left panel.
2. Select a table from the table list combo box and click the ‘Add Table’ button.
The table structure is displayed on the right panel.
3. Click a field on the one of the trees in left area (message structure or event type structure) and
drag it over a column name in the table.
Repeat step 3 for other fields.
Hover over a database column name to see its data type.
Hover over a HL7 Message field name to see its mapping target.
Continue mapping all required fields. Make sure all not-null columns are mapped.

© N o v k&

When you’re done mapping choose ‘Inbound Test’ from the mapping menu to select file

containing HL7 message or click ° button if message text was loaded.
9. Select a HL7 message with the same event type to test.
10. If the test fails, the SQL error will be displayed.
11. Repeat steps 3 — 9 until the test is successful.

Testing Inbound Rules
In order to test an inbound rule:

From the mapping menu select ‘Inbound Test’
Open a message file with the corresponding event-type
Review the test result. if an error occurs the message will display the SQL error.

or
Click ° button

Inbound test will be executed using loaded message
Review the test result. If an error occurs the message will display the SQL error.

Creating a Parent-Child Mapping Rule Example
This example explains how to populate database tables with parent-child structure from a HL7 message.

In this example we’ll use the ORU”AR01 message. This message contains a report with optionally many
observations.
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We will map the data into two tables with a parent-child relation:

1. REPORTS
2. REPORT_ITEMS

HRZ-ZIKiT identifies tables’ relations using foreign-keys. Matching primary and foreign keys fields are
connecting by "from-to" lines.

Data Base structure Enabled
Tables list [ CONFIGURATION v \ Q@ Addtable 7 Reload
SERVICE_REQUEST X REQUESTED_PROCEDURE X "
MESSAGES X
++id <+ ++ idd .
++ message_id 1—
accession_number OBR 18 study _instance_uid ZDsS1
message_date_time MSH 7
referring_physicians_na  pyy g req_proc_desc OBR 15
message_type MSH 9
requesting_physician PV 7 eg_proc_id OBR 2
message_control_id MSH 10
requesting_service
sending_application MSH 3
sending_facility MSH 4
receiving_application MSH 5 SCHED_PROC_STEP
receiving_facility MSHE ++id
modality OBR 24
N_PATIENT X - -
scheduled_station_ae_ti
++id
start_date_time OBR 36
patient_idl PID 3
end_date_time
patient_message_id —
perf_phys_name PV117
patient_name PID 5
sched_proc_step_desc
phone_number
sched_proc_step_id OBR 19
hirth_date PID 7
req_proc_id
sex PID 8
v

Rule Comments
Click on "Arrow left"/ "Arrow down" button in the rule line to open/close rule comment. Rules
comments are stored in the mapping XML file.

W Delete

Message Field TabIP Name Table Field
DateTimeofMessage MESSAGES ‘ message_date_time

MSH
MSH

]
10

MESSAGES
MESSAGES

Comments:  |Message arriving date
message_type

MessageType ‘ ‘

MessageControllD message_control_id

Enabled/Disabled mapping
ZiKiT Service will not process incoming messages if their mapping is disabled (entry will be added to
System event log)
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To mark any mapping as "Disable" user has to un-check "Enabled" check box. By default new mapping is
enabled.

Existing mappings are marked by grey in the event types list. If there is no mapping for event type - its
background in the list is white.

{pe SIUS12 v Data Base structure
BARPO1 A
BARPO2 cl Tables list | CONFIGURATION
BARPOS

T BARPOB i NI req_proc,
DFTPO3 requesting_service req_proc,
QRYPO4

service_r
ORRODZ2 ++id " Requeste
FHKIL
WMKRST modality AlL 4
SIUs12 scheduled_station_ae_ti AL 3
S1US13
SIUS1 4 start_date_time AlL6
Slus15 end_date_time
MDMTO1
MDMTO3 y perf_phys_name
sched_proc_step_desc

Components, Sub-Components and Repetitions
Sometimes, it is required to set part of a field in one column and another in another column. For
example first and last name are divided by a ” sign in the same field.

Follow this example that demonstrates breaking PID 5 into first and last name:
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File | Mapping Configuration Help Inbound —»
Messages structure of event type | ADTA01 v Data Base structure Enabled
Loaded files | °] B8 Tables list | PATIENTS v @ Addtable < Reload
Current message structure MESSAGES X -
++ message_id |\ — ++id
message_date_time MSH7 patient_id PD3
Event type structure A HsHe patint_message 14
patient N message_control_id MSH 10 first_name DS
=-PID sending_application MSH 3 last_name PDS
1. SetiD-PatientlD (SI)
2. PatientiD-ExternallD (CK sending_facilty MSH 4 phone_number PD 13
3. PatientiD-InternallD (CK' receiving_application MSH 5 birth_date PD7
4. AlternatePatientlD (ST) -
5. PatientsName (PN) -> In receiving_facilty MSH 6 sex PD 8
6. MothersiaidenName (S
7. DateofBith (DT) > Inbot TEEEALEE Aot SiEE RO
8. Sex (ID) -= Inbound rule. e, PID 19
9. PatientAlias (PN) v
< > patient_weight
W Delete
o o N RSN
ol MSH 6 ReceivingFaciity MESSAGES receiving_facilty ~
» | patient PD 3 PatientD-InternallD PATENTS patient_id
(m]
‘[] » | patient PD 5 PatientsName 2 PATENTS first_name
O/ » | patient PD 5 PatientsName 1 PATENTS last_name
0| » | patient PD 13 PhoneNumber-Home PATENTS phone_number ©

1. Start with unchecking the rollback test data in the configuration form, so you could see the
results in the database

2. Select Event Type ADTAA04
3. Add the patients table to the database panel
4. DragPID 5 on first_name field
5. Inthe rules panel - edit the rules that map first name and set the component (*) value to 1
6. Exit from "A" text box (click on the any other textbox)
7. Drag PID 5 this time over last_name field
8. Inthe rules panel - edit the rules that map last name and set the component (*) value to 2
9. Run theinbound test
D PatientID Firsthame  LastName
1 NAL KING MARTIN

The same can be done for sub-components (& separator) if each component between "A" is also
composed of the few parts and repetitions (~ separator) for example when multiple phone numbers are
present.

Inbound mapping of entire message text

You can insert text of the incoming message into DB as a string. To do this, drag root node of the
message tree (message type node) onto required DB field (this field must be big enough to absorb entire
message which might be large enough, especially in V2. XML format).
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W ZiKiT M, KIT
File Mappi Help Inbound —)
Messages structure of event type | SIUS12 v Data Base structure Enabled
Loaded files | M= Tables list | AWAITING_REQUESTED_PROCEDURES_VIEW V] @ Addtable £ Reload
Current message structure ~
MESSAGES X N_PATIENT
++ message_id ++id g
message_date_time MSH7 patient_id PID 1
Event type structure message_type MSH9 patient_message_id
- SIUS12 -> Inbound rule... message_control_id MSH 10 patient_name PD5
- MSH = p
5 SCH sending_appiication MSH3 phone_number PID 13
-NTE sending_facilty MSH 4 birth_date PD7
- patient
- resources receiving_application MSHS sex PD8
receiving_facilty MSHE address. PD 11
message_data Sws12 ssn PID 19
patient_weight
patient_height
| T .

@ Delete

0| » | resourcesigeneral 2 Segment-Action-Code REQUESTED_PROCEDURE req_proc_desc

0| » | resourcesiocation AL 4 Location-Type SCHED_PROC_STEP modaity

01| » | resourcesfiocation AL 3 Location-Resource-ID SCHED_PROC_STEP scheduled_station_ ac_title

0| » | resourcesfiocation AL 6 Start-Date-Time SCHED_PROC_STEP start_dale_time

ol SWs12 MESSAGES message_data -

Outbound Message Rules
Outbound messages are messages that are sent by HRZ-ZiKiT to an external system.
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Creating a Simple Outbound Rule

 Zik g HR [ X
File Mapping Configuration Help & Outbound

Messages structure of event type | QRYA19 v Data Base structure [4 Enabled
Output message structure
QUERY_DEFINITION X

++ query_def_id
query_message_id
query_date_time QRD1
Event type structure query_format_code QRD 2
©-QRD A query_priority QRD 3
1. QueryDateTime (TS) <- Outbound rule...
2. QueryFormatCode (ID) <- Outoound rule. query_id R
3. QueryPriority (ID) <- Outbound rule... quantity_imited_restrict QRD7
4. QuenID (ST) <- Outbound rule... B
5. DeferredResponseType (ID) who_subject_fiter QRD 8
6. Def RespDateTime (TS) 3 -
7. QuantityLimitedRequest (CQ) <- Outbound rul TR LT 00
8. WhoSubjectFilter (ST) <- Outbound rule...
9. WhatSubjectFilter (ID) <- Outbound rule
10. WhatDeptDataCode (ST) v
< >
i Delete  Start message building from this DB table / field: QUERY_DEFINITION [query_def_id OpenACK mapping [ MapACKto DB Wait for response [Z]of type Goto response
n X Message Field Table Name Table Field
ol QueryDateTime [ QUERY_DEFINTION query_date_time ~
ol» QueryFormatCode ‘ QUERY_DEFINTION query_format_code
ol QueryPriority ‘ QUERY_DEFINTION query priority-
ol | QUERY_DEFINITION query_id
ol it ‘ QUERY_DEFINTION quantity_limited_restrict
. I PR ey v

Outbound messages differ from inbound messages because they have to be triggered from the
database. For this reason the ‘Start message building from DB table/field' is required.

To set the start table/field drag a field from the database panel on this bar.
Follow these steps:

Drag the patient_id on the start table/field bar.

Drag PatientID column on PID2

Drag patient first name column on PID5

Set the ~ field of the rule to 1 (and click outside the text box)
Drag patient last name column on PID5

Set the ~ field of the rule to 2

oA wWwN R

To set a constant value to a field double click the field on the left panel and set the constant value:

HRZ ZiKiT 2020 - Users Manual 33 Version 3.0



H.R.Z. Software Services LTD
6 David Yellin St.
Tel-Aviv, Israel

- 1. Field Separator
- 2. EncodingCharacters (ST)

- 3. SendingApplication {ST)
-4. SendingFacility (ST)

- 5. ReceivingApplication (ST)

- B. ReceivingFacility (ST)

- 7. DateTimeofMessage (TS)
-8. Security (ST)

- 9. MessageType (D)
-10. MessageCaontrollD (ST)

ProcessinglD (1D

13. SequenceNumber (NM)

- MSH

www.hl7kit.com

info@roniza.com

~

Field:
MSH J VersionlD

Constant value:

“ersion 1.38

Create Close

Enter "Version 1.38" and click "Create":

» PID
PID
PID

viiv -

Message Field

Patientshame
PatientsName
PatiertiD-ExternallD

PATIENTS

- fesie e
1
2

PATIENTS
PATIENTS

Table Field

first_name
last_name

Patientlc

MSH

ojo o ol

WersionlD

**CONSTANT**

Version 1.38

Testing Outbound Rules

There is an option to preview outbound message while defining it's rules. For that mark "Interactive

preview" check box - example of the current outbound message will be built on-the-fly using some data

from the DB. Also all values from DB will be displayed as most right column of each table control in the

"Data Base structure" area:
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www.hl7kit.com
info@roniza.com

Messages structure of event type | QRYAT9 v Data Base structure Enabled
Output message structure ding test|Sending test facilty|Receivir
5111507 000|RI1 2311 *RO|ZEEILLID! MESSAGES X QUERY_DEFINITION
+2. QuenyFormatCode (ID) ~ ++ message_id 7 ++ query_def_id 1
3. QueryPriority {ID)
-4, QuenylD (ST) message_date_time MSH7 26/11/2017 11... query_message_id 7
5. DeferredResponseType (ID)
6. Def RespDateTime (TS) message_type MSH 9 QRY~ALS guery_date_time QRD 1 26/11/2017 11
- 7. QuantityLimitedRequest (CQ) message_control_id MSH10 | 12345 query_format_code QRD2 |R
8. WhoSubjectFilter (ST)
-9. WhatSubjectFilter (ID) v sending_application MSH 3 Sending test query_priority QRD 3 I
Event type structure sending_facility MSH4 |Sending test ... query_id QRD4 123
3. QueryPriority (ID) =- Outhound r A receiving_application MSHS Receiving test guantity_limited_restrict QRD 7 1~RD
4. QuenlD (ST) <- Outhound rule. receiving_facilt; MSHE | Receiving t who_subject_fitter QRD8 | 2295044
-5. DeferredResponseType (ID) HELGELR s S
6. DefRespDateTime (TS) what_subject_fiter QRDS  |DEM
-7. QuantityLimitedRequest (CQ) <
8. WhoSubjectFilter {(ST) <- Outbo
- 9. \WhatSubiectFilter (ID) <- Outhor ¥
< > < > < >
W Delete Start message building from this DB table / field: |MESSAGES message_id |
OpenACK mapping [ MapACKto DB Wait for response [V]of type |ADRA1S v | Gotoresponse
.
Ol MSH 6 ReceivingFacility MESSAGES receiving_facilty A
Ol » QRD 1 QueryDateTime QUERY _DEFINITION guery_date_time
Ol QRD 2 QueryFormatCode QUERY _DEFINITION guery_format_code
Ol » QRD 3 QueryPriority QUERY _DEFINITION guery_priority
O QRD 4 QuerylD QUERY _DEFINITION query_id
Ol» QRD 7 QuartityLimitedRequest QUERY _DEFINITION quantity_limited_restrict
Ol » QRD 8 WhoSubjectFitter QUERY _DEFINITION who_subject_fiter v
If don't tt it build I in th te window by selecti
you aon't want to use It you can pullad example message In the separate window by selecting
‘ ’ B
Outbound Test’ from the Mapping menu.
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Type value of the start point field:
PATIENTS | patient_id

L]

Current messages structure

Event types structure

Save to file Start test

In the start point field type the value of the field in the database that you would like to create a message
from. In our example this would be one of the ID’s in the Patients table.

Creating a Parent-Child Outbound Rule

Creating a parent-child outbound message rule is similar to the process of parent-child inbound rule
with one exception: you must choose the parent table key that is used to link to the child tables so that
HRZ-ZIiKiT can start the processing from the correct place.

Creating HL7 Query Rules
HL7 Queries enable a system to send an HL7 Message representing a query and receive a query result
instead of an ACK message.

Creating Query rules is comprised of mapping the outbound query and then mapping the inbound result
and linking the two together.

HRZ ZiKiT 2020 - Users Manual 36 Version 3.0



H.R.Z. Software Services LTD
6 David Yellin St.
Tel-Aviv, Israel

www.hl7kit.com

info@roniza.com

File  Mapping C ration

Help

& outbound

v

Data Base structure

Tables list

Enabled

AWAITING_REQUESTED_PROCEDU

v @ Addtable

> Reload

Output message structure

MSH|"*~\&|Sending test|Sending test facilty|Receiving te
QRD[20171126111507 000JRI1 23]1 RD|2295044)DEM||

QUERY_DEFINITION

OpenACK mapping [ ] MapACKto DB |Wait for response [v]of type

QRYA19
++ message_id 7 ++ guery_def_id 1
message_date_time MSH 7 26/11/2017 11... ‘L query_message_id 7
message_type MSH 9 QRY"A19 query_date_time QRD 1 b
message_control_id MSH 10 12345 guery_format_code QRD 2 .
Event type structure sending_application MSH 3 Sending test guery_priority QRD 3 I
= QRYA19 sending_facility MSH 4 Sending test ... query_id QRD 4 1
ga‘; receiving_application MSH 5 Receiving test guantity_limited_restrict QRD 7 1
receiving_facility MSH 6 Receiving tes... who_subject_fiter QRD 8 e
what_subject_fiter QRD 9 D
< > < >
W Delete Start message building from this DB table /field: |MESSAGES lmessage_id |

ADRA1Z v

uu --- Tahle Name Table Field

ar MSH 7 DateTimeofMessage MESSAGES message_date_time
al» MSH 9 MessageType MESSAGES message_type
a MSH 10 MessageControllD MESSAGES message_control_id
al» MSH 3 SendingApplication MESSAGES sending_application
al MSH 4 SendingFacility MESSAGES sending_facility
al» MSH 5 ReceivingApplication MESSAGES receiving_application
al» MSH 6 ReceivingFacility MESSAGES receiving_facility
al» QRD 1 QueryDateTime QUERY _DEFINITION guery_dste_time
ar QRD 2 QueryFormatCode QUERY _DEFINITION query_format_code
1l» QRD 3 QueryPriority QLJERYiDEFINlTION quevyiprinrity

Go to response

The 'Wait for response of type' checkbox and drop-box are used to notify the kit that instead of waiting
for an ACK message, a different response is expected.

The 'Go to response’ button switches to the inbound mapping for the response event type.
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Inbound —p

File Mapping Configuration Help

Messages structure of event type |ADRA1S v for QRYA19  Goto source Data Base structure Enabled
Loaded files v B8 Tables list | AWAITING_REQUESTED_PROCEDU v @ Addtable = Reload
Current message structure
++ message_id ++id
message_date_time MSH7 patient_id
Event type structure message_type MSH 9 patient_message_id
-ADRA19 message_control_id MSH 10 patient_name PID 5
sending_application phone_number PID13
sending_facility birth_date PD7
receiving_application sex PID &
receiving_facilty address PID 11
ssn PID 18
@ Message is valid

W Delete
D e A S
a DateTimeofMessage MESSAGES message_date_time
al» MSH MessageType MESSAGES message_type
alr MSH 10 MessageCortrollD MESSAGES message_control_id
al» PID 5 Patientshame N_PATIENT patient_name
an PID 7 DateofBirth MN_PATIENT hirth_date

al» PID 8 Sex N_PATIENT sex

a PID 13 PhoneNumber-Home N_PATIENT phone_number
al» PID 1 PatientAddress N_PATIENT address

al» PID 18 SSNNumber-Patient N_PATIENT ssn

Database Panel Symbols
Table columns in the database table panels have the following symbols:

++ Identity Column

Map ACK message to Data Base

There is an option to insert data from ACK message received by ZiKiT Service into Data Base.

In the bottom part of the ZiKiT Mapper screen, near "Wait for response" checkbox, there is new
checkbox "Map ACK to DB" and button "Open ACK mapping" (enabled when "Map ACK to DB"
selected):

HRZ ZiKiT 2020 - Users Manual 38 Version 3.0



H.R.Z. Software Services LTD

6 David Yellin St.
Tel-Aviv, Israel

Y

www.hl7kit.com

info@roniza.com

w

Data Base structure

Tables list | CONFIGURATI

Enabled

++ report_id

report_patient _id

]

B

set_id OBR 1

placer_order_no OBR 2
fillers_order_no OBR 3
universal_service_id OBR 4
observation_date_time OBR 7

ordering_provider OBR 16
result_status OBR 25
prin_result_interpreter OBR 32

<

B table /field: [MESSAGES

|message_id |

‘ e e e

Maree A

& Outhound

@ Addtable > Reload

REPOR A

++ report_tem_id

reportitem_report_id

set_id oBX 1

value_type OBX 2

observation_identifer OBX 3

observation_results OBX 5

units OBX 6

reference_range OBX 7

abnormal_flags OBX 8

obsery result status opx1 VY

v| Gotoresponse

e

On "Open ACK mapping" click - pop-up window will be opened, allowing to define inbound
mapping rules for selected ACK type.
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ACK mapping for outbound message of type ORURO1 X
Messages structure of eventtype | ACK v Data Base structure
Tahles list | REPORT_ITEMS v/ e Add table
Event type structure
REPORTS X REPORT_ITEMS X
@-ACK - rt_ic rt_item_ict
: ++ report_i ++ report_tem_i
st 7
1. Field Separator report_patient_id reportitem_report_id
2. EncodingCharacters (ST)
3. SendingApplication (ST) set id set_id

4. SendingFacility (ST)
-- 5. ReceivingApplication (ST)
- B. ReceivingFacility (ST) fillers_order_no ohservation_identifer
- 7. DateTimeoMessage (TS) -= Inhound rule...

placer_order_no value_type

8. Security (ST) universal_service_id MSH 10 observation_results

8. MessageType (ID) observation_date_time MSH 7 units

- 10. MessageControllD (ST) -= Inhound rule...

- 11. ProcessingID {ID) ordering_provider reference_range
~12.VersioniD (NM) result_status abnormal_flags

- 13. SequenceNumber {(NM)

- 14, ContinuationPointer (ST) prin_result_interpreter obsery_result_status MSA3

= MSA
. 1. AcknowledgementCode (ID)

. ) v
B Delete
Message Field -- & Table Name Table Field
al» TextMessage REPORT_ITEMS obsery_result_status
| MessageControllD REPORTS universal_service_id
Ol » DateTimeofMessage REPORTS observation_date_time

If user clicks on "Save" - ACK mapping will be stored as XML node inside original outbound rule
node like:
<ORURO01 StartTable="MESSAGES" StartField="message_id" ACKMappingEvent="ACKXXX"
Response="">

<ACKXXX>

<Rule MsgAlias="" MsgSegment="MSH" MsgField="SendingApplication" SeqgNum="2"

Component="-1" Repetition="-1" SubComponent="-1" TbIName="ACKParentTable"
TblField="ACKParentField" />

</ACKXXX>
<Rule MsgAlias="" MsgSegment="MSH" .../>

</ORURO1>

When outbound thread of the ZiKiT Service receives ACK it checks in the current rule for ACK
mapping existence and if exists and received ACK is of defined type - inserts ACK content to DB

Inbound DICOM mapping
ZiKiT allows to map incoming DICOM files which DICOM server (installed as a part of ZiKiT) stores on the
disk.
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Basic info about each DICOM file (patient info, study info etc.) is stored by a DICOM service in the
DICOM_FILES table. If you want to extract additional data from a DICOM file and save it in the DB - you
can do it using our DICOM mapping mechanism.

How to create DICOM mapping in the ZiKiT Mapper application

To switch from HL7 mapping to DICOM, click "DICOM mapping" menu:

File PMapping ™ Configuration Help
Switch to Outbound mapping

Inbound test

Next screen will be opened

File Mapping Configuration Help Inbound —»
DICOM Structure of definition Data Base structure Enabled

Tables list | CONFIGURATI « eAddtabIe c Reload

DICOM structure

B Delete

uu HEsseaE e fsbie fene foHie T
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Click "Edit" to start DICOM definitions editing (screen allowing to define by what tags incoming DICOM
file will be identified by mapping mechanism, similar to event type of HL7 message):

List of all DICOM definitions Create new definition from file
Neme e

DICOM definitions

Click "Create new definition from file" to add new DICOM definition and select template DICOM file (one
containing tags you want to use to identify all incoming DICOM files of one type, for example CT images

or Structured Reports).

All tags will be displayed in the left panel. Drag-drop required tags to the right panel to add them to the
list.

Enter some meaningful name to display in the list of DICOM definitions on the main screen. Click "Save"
to add it to the list of all definitions or just close the form.

NOTE: You can save definition without any DICOM tag selected, in that case ALL incoming DICOM files

will be processed therefore this definition has to be only one in the mapping XML.
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DICOM definitions

List of all DICOM definitions Create new definition from file

Z

New DICOM definition Drag DICOM tags from the left panel to selected tags list Save

DICOM structure Name: |CT Image| |

= DICOM ~ Selected tags

- SpecificCharacterSet [CS)

inageTpe 9 o e
- sopClassUid (UI) B Modality

- soplnstanceUID (U1) -

- StudyDate (DA) B InstitutionName Anonymous Hosnpital
- SeriesDate [DA)

- AcquisitionD ate [DA)

- ContentDate [DA)

- StudyTime (TM)

- SeriesTime [TM)

- AequisitionT ime [TH)

- ContentTime (TM)

- AccessionNumber [SH)

- Modality [CS)

- Manufacturer (LO)

- |nstitutionN ame [LO)

- |nstitutiondddress (ST) v

Saved definition will appear in the list. You can edit any existing definition (change name, add/remove
fields) by clicking "Edit" in the grid row:

DICOM definitions

List of all DICOM definitions Create new definition from file
I =T
. CT Image Edlt

Template DICOM file will be copied into <installation-folder>\DICOMTemplates folder with name as
"DICOMDefinition_1.dcm"
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All DICOM definitions are stored in the file <installation-folder>\DICOMDefinitions.xml :

<DICOMDefinitions>
<Definition>
<ID>DICOMDefinition_1</ID>
<Name>CT Image</Name>
<PathToSource><installation-
folder>\DICOMTemplates\DICOMDefinition_1.dcm</PathToSource>
<Fields>
<Field>
<Tag>Modality</Tag>
<Value>CT</Value>
</Field>
<Field>
<Tag>InstitutionName</Tag>
<Value>Anonymous Hospital</Value>
</Field>
</Fields>
</Definition>
</DICOMDefinitions>

To delete definition - click "X" button in the grid row.

Click on "Close" to return to the main screen, new definition will appear in the list and all tags from the
template DICOM file will be loaded to "DICOM structure" tree view (including sequences which are used

as aliases of the HL7 messages)
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F'
File Mapping Configuration Help

DICOM Structure of definition | CTlmage

DICOM structure

=-DICOM

- file_id (ID}

- SpecificCharacterSet {(CS)
- ImageType {CS)

- sopClassUid (Ul

- soplnstanceUID (Ul)

- StudyDate (DA)

.. SeriesDate (DA)

- AcquisitionDate (DA)

-. ContentDate (DA)

- StudyTime (Th)

- SeriesTime (TM)

- AcquisitionTime {TM)

- ContentTime {TM)

- AccessionNumber (SH)
- Modalitv (CS)

J

www.hl7kit.com
info@roniza.com

X
Inbound 9

Data Base structure Enabled

Tableslist | CONFIGURATI v/

@ Addtable > Reload

Table Name Table Field

F.,

File  Mapping Caonfiguration

DICOM Structure of definition | CTImage

DICOM structure

- VisitGroupLength {UL)

.. CurrentPatientLocation {LO)

- ModalitwWorklistGroupLength (UL)

- PerformedProcedureStepStartDate (DA)

.. PerformedProcedureStepStartTime (TM)

.. PerformedProcedureSteplD (SH)

.. PerformedProcedureStepDescription (LO)

- RequestedProcedurelD (SH)

.. PixelDataGroupLength (UL)

.. PixelData (OWW)

- ReferencedPerformedProcedureStepSequence

+- ReferencedPatientSequence

=- ReferencedimageSequence
ReferencedSOPClassUID (Ul
.. ReferencedSOPInstanceUID (Ul

- SourcelmaaeSeaquence
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Select required table and drag-drop DICOM tags to a table fields (exactly as for HL7 message):

File  Mapping Configuration Help Inbound —»

DICOM Structure of definition | CTImage Data Base structure Enabled
Tableslist |N_PATIENT v © Addtable = Reload
DICOM structure
N_PATIENT X
- DICOM " .
file_id (D) -> Inbound rule... i
-BpecificCharacterSet (CS) patient_id (0010,0020)
-ImageType {CS)
-sopClassUid (UI) patient_message_id D
-sopinstanceUID (U patiert_name (0010,0010)
- StudyDate (DA)
-SeriesDate (DA) phone_number (0010,2154)
-AcquisitionDate (DA) o
_ContentDate (DA) birth_date (0010,0030)
StudyTime (TM) sex (0010,0040)
SeriesTime (TM)
AcquisitionTime (Th) address (0010,1040)
ContentTime {TM) ssn
AccessionNumber (SH)
Modality (CS) 2
B Delete
] = S =R
al» patiertName N_PATIENT patient_name
Ol patientiD N_PATIENT patient_id
al» PatiertTelephoneMNumbers N_PATIENT phone_number
al» PatiertsBirthDate N_PATIENT hirth_date
al» PatiertSex N_PATIENT sex
Ol» PatientAddress N_PATIENT address
0Ol » file_id N_PATIENT patient_message_id

NOTE: "file_id" of the DICOM structure is not real DICOM tag but value of the "file_id" field from the
row of DICOM_FILES table (or id field of MPPS table and so on) .

If you want to connect your custom table to the DICOM_FILES table filled by DICOM server - map first
node of the DICOM tree (file_id which is values of the PK field of the DICOM_FILES) into corresponding
column of your table.

Mapping will be saved in the file (for example default built_in_mapping.ZiKiT) as:

<DICOMDefinition_1 Response="">

<Rule MsgAlias="" MsgSegment="" MsgField="file_id" SeqNum="-1001" Component="-1"
Repetition="-1" SubComponent="-1" ThIName="CTImages" TblField="file_id" />

<Rule MsgAlias="" MsgSegment="" MsgField="soplnstanceUID" SeqNum="524312" Component="-1"
Repetition="-1" SubComponent="-1" ThIName="CTImages" TblField="soplnstanceUID" />

<Rule MsgAlias="" MsgSegment="" MsgField="InstanceNumber" SeqNum="2097171" Component="-
1" Repetition="-1" SubComponent="-1" ThIName="CTImages" TbIField="InstanceNumber" />

<Rule MsgAlias="" MsgSegment="" MsgField="ImagePositionPatient" SeqNum="2097202"
Component="-1" Repetition="-1" SubComponent="-1" TbIName="CTImages"
TblField="ImagePositionPatient" />
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<Rule MsgAlias="" MsgSegment="" MsgField="ImageOrientationPatient" SeqNum="2097207"
Component="-1" Repetition="-1" SubComponent="-1" TbIName="CTImages"
TblField="ImageOrientationPatient" />
</DICOMDefinition_1>

where name of the node (DICOMDefinition_1) is ID from the DICOMDefinitions.xml

DICOM Mapper application (processing DICOM files)

If you intend to use existing DataBase (default RZ_DICOM_HL7 for example) and it doesn't contain new
columns required for DICOM mapping you need to run SQL script which adds new "Mapping_state"
column to DICOM_FILES and MPPS tables and inserts new value to CONFIGURATION table:

I MaxDICOMFilesToMap 100 How many DICOM files to insert into DB on one pass I
port 104 Listener port
retry_seconds 180 The number of seconds to wait before retrying a failed task
root_dir \DSRSVC Working file systemn directory
scm_max_retry 3 The maximum number of retries for sending back commit responses

Script for MSSQL is like:

USE [RZ_DICOM_HL7]

GO

ALTER TABLE [dbo].[MPPS] ADD [mapping_state] [int] NULL CONSTRAINT [DF_MPPS_mapping_state]
DEFAULT ((0))

GO

UPDATE [dbo].[MPPS] SET [mapping_state] =0

GO

ALTER TABLE [dbo].[DICOM_FILES] ADD [mapping_state] [int] NULL CONSTRAINT
[DF_DICOM_FILES_mapping_state] DEFAULT ((0))

GO

UPDATE [dbo].[DICOM_FILES] SET [mapping_state] =0

GO

INSERT INTO [dbo].[CONFIGURATION] ([Key],[Value],[Description]) VALUES (‘MaxDICOMFilesToMap',
'100', '"How many DICOM files to insert into DB on one pass');

GO

There is console DICOMMapper application in the ZiKiT installation folder. Its config file contains
connection string to DB and path to mapping file which will be updated automatically when you define
correspondent properties on ZiKiT Runtime Configuration panel. But they also can be changed manually
if for example you want to use separate mapping files for ZiKiT service and DICOM files processing. Just
open DICOMMapper.exe.config in the Notepad and change path to mapping file in the:
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<appSettings>
<add key="MappingXMLName" value="built_in_mapping.ZiKiT"/>
</appSettings>

Config file also contains list of all tables containing info about DICOM files which will be proccessed by
DICOMMapper. By default this list includes DICOM_FILES table as "active" and MPPS table as "not
active":

<TablesToScan>
<tables>
<add TableName="DICOM_FILES" IDField="file_id" StatusField="mapping_state"
RelPathField="rel_path" />
<!--<add TableName="MPPS" IDField="id" StatusField="mapping_state" RelPathField="rel_path" />--
>
</tables>
</TablesToScan>

If you want to process MPPS table too - just remove "<!--" and "-->

You can add any other table which has unique ID field, integer field for storing mapping state (initial
value must be 0) and field containing relative path to a DICOM file inside folder defined in
CONFIGURATION table as "root_dir"

To process all new rows in all tables - run DICOMMapper.exe (recommended way to do it - add
DICOMMapper to the system scheduler). All rows from each table with mapping_state value 0 (ready for
mapping) will be processed: DICOM files will be opened and checked against all DICOM definitions
defined in Mapper. If DICOM file contains all tags of the definitions and values of these tags are the
same - application will search for found definition in the selected mapping file. If mapping is found - all
tags from DICOM files defined in the mapping rules will be inserted to the correspondent tables.

After all new rows are processed corresponding value in the CONFIGURATION table will be updated so
next time only rows added after last processed file will be fetched:
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EVGENIANVSQ...NFIGURATION x
Key Value Description
ae_title DSRSVC Local ae title
dicomn log 0 When this value is 1, detailed logging is on
DM_DICOM_FILES_last_id 367 Last ID proccessed by DICOM mapper
DM_MPPS_last_id 8 Last ID proccessed by DICOM mapper
MaxDICOMFilesToMap 100 How many DICOM tiles to insert into DB on one pass
port 104 Listener port
refry_seconds 180 The number of seconds to wait before retrying a failed task
root_dir \DSRSVC Working file system directory
scm_max_retry 3 The maximum number of retries for sending back commit responses

Value of the mapping_state field of each processed row will be updated accordingly to mapping result:
1- mapped OK, 2 - mapping failed, 3- DICOM definition or mapping rule was not found. If result is not OK
- message will saved in system EventLog ("RZZiKiTPro" log)

EVGENIA\SQOL... DICOM_FILES x |SHeENGENoN S el NN

ty series_nu... series_ins... instance_... sop_class... sop_insta... source_a... rel_path task_id mapping...
» 3 2.16.124.... 1 1.2840.1... 2.16.124.... RZDCX 2016/06/0... ALLL
1 2.16.124.... 1 1.2.840.1... 2.16.124.... RZDCX 2016/06/0... MAL
i 2.16.124.... ANAL 1.2840.1... 2.16.124.... RZDCX 2016/06/0... AL
* ANAL AL AL AL AL ML ANAL ANAL

NOTE: There is also an option to execute DICOM mapping as part of the ZiKiT service (you can select it

using ZiKiT Runtime Configuration application)

Start HRZ ZIKiT HL7 Service Start DICOM Service ~ Save settings Help

Database pr i Remote icati HL7 Service DICOM Service DICOM Serv. Options

Connection timeout (msec.)

Application name Send Receive Retries
[HL7 | [15000 | [15000 | [3 ]
Application facility Interconnection pause (msec.) Retry Frequency
[Fac | 0 |
Listener port MLP Envelope prefix Out Poll Seconds
[2575 | [oe ‘ 30
MLP Envel ffi Basic S i
Outbound thread enabled e SicSecuiiy)
Inbound thread enabled
Send acknowledge Receive acknowledge

[ Leave connection opened

|. Run DICOM Mapper as part ofthe HL7 Servicel [ Insert NULL for empty HL7 fields

'V"""dﬂ'-‘f‘sgrll_mca:e': s‘:-re [ Use TLS1.2 connection [] Verify client certificate
ocal Machine
O Ccurrent User HLT Kit Certificate [TP] | =

HLT Kit Certificate Name |

[J Use incoming folder: E,

Incoming Files Filter: **

[J Use outgoing folder: E,

. Field was changed
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Worklist / patients / studies browser

A utility for managing DICOM studies/ MWL related tables in RZ_DICOM_HL7 Data Base which you can
create during installation process or by running 'RZ_DICOM_HL7_CreateDB_Script.sql' script from
'MSSQLScripts' sub-folder located in your HRZ-ZIKiT installation folder.

You can fetch list of MWL entries/ patients/DICOM studies from DB filtered by parameters you choose,
create/edit patient data, edit existing MWL values, create new MWL entry for existing patient, create
new MWL entry (entering new patient data) and delete existing MWL entry.

"Modality Worklist" tab

[ X

Modality Worklist | Patients | Studies | Help

Patient Name: Patient ID:

Accession # Station AE Title:
From Date: 04 Septermber 2019 [~ [] To Date: 04 September 2019 B~ [ By period:; | Everything v
Modality: v By status: | Awaiting v

Requested Procedure v Clear Search
Description:

Study Required
Instance Procedure
uID Description

Birth ErEn Accession E:grceesting
Date Number (Hospital ID) Physician Physician

Patient
Name

Patientld Referring Requesting

Dow, Jr*John 1234567890 1111211953 M 94774149346... Hospital 1 DrRow 216.124.1135... Procedure Des...
John Dow 316979517 21082019 M 10138377717... 454 afhfgh hfgh 2161241135, Rehabilitation ...
John Dow 316979517 21082019 M 197887119964 ... 2161241135

Smith*Sam 5508071982 09/07/1982 M 14373104854... Hospital 3 DriWho Dr.One 2.16.124.1135.. Procedure Des...
Smith*Samant... 5505011985 05/01/1985 F 30718771618... Hospital 2 DrMNoone 216.1241135.. Procedure Des...
At eteter 14/01/2019 O 77255254563, 3534 riyriytr rrtr 216.124.1135.. Tests
At eteter 14/01/2019 O 24198149643... 216.124.1135..

11211121122 4645 21/08/2019 O 190821103421... 2.16.124.1135...

PRI 36 2510812019 O 19082506513... 353453 Rannnannnntl TITITITIIT 2161241135, saaaaaannn..

< >

_ Import C8Y MNew order for selected patient Delete selected procedure Create new procedure I

On application launching, today's MWL entries will be loaded. To get another set - define required

filters and click "Search". Clicking “Search” with no search parameter set will list all the existing MWL
entries. To reset all filters - click "Clear".

"By period" filter value is selected from the list containing 'Everything' (meaning that date will not be
checked in query), Today, This Week, This Month and This Year.
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Modality filter value is selected from a pre-defined list which is stored in ModalityCodes.txt file located
in your ZiKiT installation folder. You can open this file in Notepad and add new modality as new line like
"SM Ak Slide Microscopy" where "SM" is modality code for DB query and "Slide

Microscopy" is description to display in the list.

Requested Procedure Description filter value is selected from pre-defined list which is stored in
ProcedureDescription.txt file located in your ZiKiT installation folder. You can open this file in Notepad

and add new description. You can also type description text.

To edit values of the existing MWL entry - double-click on its row, change required fields in the pop-up

window and click "Save":

Edit existing values
Height: Last Name: | Smith First Name: |Samantha
163 Patient ID: | 5505011985
Weight Bitth Date: 04 September2019 v | Gender  Female v Phone # 555-00-99
56.5 Address:

Requesting Service (Hospital ID): Hospital 2

Requesting Physician: Dr.Noone

Referring Physician:
Accession Number. | 307187716188436

Study Instance UID; | 2.16.124.113543.6021.1.1.191792490.17536.1566373253.2

Requested Procedure Description: | Procedure Description 2 v

Modality: | OT - Other v

Scheduled Station AE Title: Start Date: 31 January 2018 v/ Time: 08:00:00%
Perform By:

Scheduled Procedure Step Description: | Step Description 2

You can create a new MWL entry for a current patient by clicking "New order for this patient" - all

patient data will be disabled, new accession number and study instance UID will be generated. Change
other data as you wish and click "Save" to create a new MWL entry. You can create new entry for
existing patient from main screen too by selecting row and clicking "New order for selected patient".
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When you click "Insert new row" on the main screen - pop-up window for entering patient/study data
will be opened with automatically generated Accession number & Study Instance UID:

Enter new values
Height: Last Mame: First Mame:
Patient ID:
Weight: Birth Date: 04 Septernber 2019 v| Gender: | Other v| Phone &
Address:

Requesting Service {Hospital ID):
Requesting Physician:

Referring Physician:
Accession Number: |190904080728100

Study Instance UID: |2.16.124.113543.6021.1.1.191792480.7848.1567573648.1

Requested Procedure Description: v

Modality:  BDUS - Bone Densitometry (ultrasound) v

Scheduled Station AE Title: Start Date: 04 September 2019 v Time: 08:07:28 %
Perform By:

Scheduled Procedure Step Description:

-

Enter all required data and click "Save"

To delete existing MWL entry - select row in the grid on main screen and click "Delete selected row".
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"Patients" tab

Modakty Workiist Patents | Studies | Help

Patient Name Patient 1D Clear
Origin: | N_PATIENT v Search

Patient Origin Patient Name Patientic Birth Date
N_PATIENT 211082019 F
N_PATIENT M 25082019
N_PATIENT AAAAAAAAAANBBBBBBEBBEBDD 1234567890 011052019 F
N_PATIENT DOEVOHN'CAMR 13091569 M
N_PATIENT DOEAJOHNCAMR 13091269 M
N_PATIENT DOEVOHN'CAMR 130091 %69 M
N_PATIENT Dow, JeAJohn 1234567890 1121953 M
N_PATIENT John Dow 316979517 21082019 M
N_PATIENT Q903" qaae 3555545 21/082019
N_PATIENT Smn*Sam S509071982 09071582 M
N_PATIENT Smir*Samantha 8805011985 05/0111385 F
N_PATIENT wrwer'werwer 3534535 21082019
N_PATIENT Rt 35353 25/082019
N_PATIENT AR HRHTRH IR ANA AR HNH AN HRA AN edeter 141012019 0
N_PATIENT 333312213%1331312) 4645 211082019 0
N_PATIENT PIIITIIINY 36 250082019 0
N_PATIENT hivshiraivehiy) 4645 25/0812019

New order for selected patient Create new patient

On application launching, patients from the N_PATIENT table will be loaded (patients from existing MWL

entries). To get another set - define required filters and click "Search". Clicking “Search” with no search
parameter set will list all the existing MWL entries. To reset all filters - click "Clear".

You can also select patients from DICOM_FILES table (patients from DICOM files stored by DSRSVC) or
from both N_PATIENT and DICOM_FILES tables by changing "Origin" value.
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Modality Worklist| Patients | Studies | Help

Patient Name: Patient ID: Clear

Origin: | All v Search

Patient Origin Patient Name Patientld Birth Date
F

N_PATIENT 21/08/2019
N_PATIENT P9PPINPP97 25/08/2019
DICOM_FILES 1592052883 SD_§§*1 01/01/1923
DICOM_FILES aaaataaaa™ 11111 01/01/0001
N_PATIENT AMAAAAAAAACBBBBBBBEBBLL 1234567890 01/05/2019
DICOM_FILES ahdomen phantom 011519 01/01/0001
DICOM_FILES dgdfgrdfydfy eteter 1410142019
DICOM_FILES dggtdgfg™ 354 01/01/0001
N_PATIENT DOEAJOHNACAMR 13/09/1969
N_PATIENT Dow, Jr*John 1234567890 1111211953
DICOM_FILES ererteertert™* 46546 01/01/0001
DICOM_FILES fdgdfgd*ggdfg™™ 466 01/01/0001
DICOM_FILES Images*Test™ 1333123 01/01/0001
DICOM_FILES John Dow test 08/06/1964
N_PATIENT John Dow 316979517 21/08/2019
DICOM_FILES PATIENT15031 1D15031 04/08/1965
N_PATIENT quuagtyggy 3555545 21/08/2019
DICOM_FILES [ { 24234234 1510142019
N_PATIENT Smith*Sam 5509071982 09/07/1982
N_PATIENT Smith*Samantha 5505011985 05/01/1985

T2 E=E=E=E=E =

Page 10f 2 Create new patient

Select row and double-click on it to view patient data and theirs MWL entries / DICOM studies .

NOTE: Patient data from DICOM_FILES table cannot be edited.
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Patient from DICOM_FILES
. Patient Data
Last Name: abdomen phantom First Name: Patient ID: 011519
| |
Studies
Patient Pati Birth Study Study Accession I
e e e [P e e
abdomen p... 011519 20190115 20190115 1.2.840.1136...
<| | >
Edit existing values
Patient Data
Last Mame: John Dow First Name: Patient ID: 316979517
Birth Date: 21 August 2019 [k g Gender: | Male v Phone # |(206)3345232
Address: Everytown, every street Height: |111.00 Weight: 1 22.00 SSN: 987654321

Procedures

Patient . Birth Accession Requ'estlng Referring Requesting
Name i Date Number S0 Physician Physician
(Hospital 1D)
John Dow 316979517 21/08/20... M 10138377717... 454 gfhfgh hfgh
John Dow 316979517 21/08/2019 M 197887119964
< >
Studies

. n " Study
Patient Patientld Birth Study S_tudy Accession T
LETL Date Date Time Number uID

>

New order for this patient Save patient
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Change required patient data and click "Save patient".
"New order for this patient" - see description in the "Modality Worklist tab" section.

Click "Create new patient" to open "empty" patient data:

Enter new values X

Patient Data

Last Name: First Name: Patient ID:
Birth Date: 04 September 2019 @B~ Gender: v Phone & |
Address: Height: Weight: SSN: |

Save patient

Click "Save patient" to insert new row into N_PATIENT table.
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"Studies" tab

Modality Worklist | Pasients  Studies Help

Patient Name Patient 1D
Patient Birthdate: 04 September 2019 @~ [ Pasent Sex v Clear
Study Date From: 03 September 2019 O~ [ Study Date To: 04 September 2019 @+ [
Search
Modakty: v
Accession#
- Study -
Patientid 1 Study Date Study Time " Instance Modalities g:::‘iﬂ of
U Senes
1592052883 SD_$$"1 19230101 M 20040122 20040122 1.2840.11370.. CM 1
aaaa‘aaaa™ 1 M 20190819 20190819 i 2161241135 OMSK 3
abdomen pha 011519 20190115 20190115 1.2840.11361 cn 1
dgdfg*dfgdly eteter 20190114 O 20190114 20190114 24198149643 2161241135 BOUS: 1
dggrdgfg* 354 20190127 20190127 354 2161241135 ON 1
erter*eertert™ 46546 M 20190115 20190115 4645655 2161241135 ON 1
1dodigd*godig™™* 466 M 20190225 20190225 464654 2161241135 ON 1
Images*Test™ 1333123 M 20190410 20190410 123212 2161241135 ON 2
John Dow test 19640608 M 6465 1
PATIENT15031  ID15031 19650804 M 20100108 20100108 ACC125530 1.212411353. CM 1
e 24234234 20190115 ™ 20190115 20190115 42344 2161241135 ON 1
T4 PAY 20110411 20110411 1.2840.11361.. SR 1
werwerwetrw.. 645645 20190114 M 20190114 20190114 456456 2161241135 ON 1

On application launching, today's DICOM studies will be loaded. To get another set - define required
filters and click "Search". Clicking “Search” with no search parameter set will list all the existing MWL
entries. To reset all filters - click "Clear".

Modality filter value is selected from a pre-defined list which is stored in ModalityCodes.txt file located
in your ZiKiT installation folder. You can open this file in Notepad and add new modality as new line like
"SM Hokk Slide Microscopy" where "SM" is modality code for DB query and "Slide
Microscopy" is description to display in the list.

To delete existing study - select row in the grid on main screen and click "Delete selected study".
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ZiKiTRuntime Configuration
The ZiKiT Service is a background process that starts and stops automatically with the operating system.
The service is responsible for receiving inbound messages and for sending outbound messages according

to the defined mapping rules.

& senvice ‘ =
File Action View Help
e |@HE = HE »enw
& Services (Local) || Name - Description A
.‘,‘2 HRZ ZiKiT DICOM Service Secure DICOM Network Protocol Service
@ HRZ ZiKiT HL7 Service RZ Software Services HRZ ZiKiT 2020 Runtime Service. Sends and recieves HL v
< >
| ', Extended A Standard /

ZiKiT Runtime Configuration
The ZiKiT Runtime Configuration Control panel is installed together with the ZiKiT Runtime Service.

When logging in, the control panel is started and minimized to the system tray area.

To open configuration screen - right click on the tray icon and select "Open ZiKiT Configuration panel".
Also you can start/stop ZiKiT service and DICOM service and exit configuration application (it doesn't

stop the service) by right-click on the tray icon.
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Stop HRZ ZIKiT HL7 Service Stop DICOM Service

Database WMessage processing Remote Applications HL7 Service DICOM Service DICOM Serv. Options

Database Type | MSSQL DSN: mssql Test All

Manual Connection String (Advanced)

Reload from configuration

Queue Table Name
HL7_QUEUE

@ ~ ® 7 dx NG o

Services Start/Stop Buttons (1,2)
These buttons send a stop or start message to the runtime service.

Services Status Tray Indicator
This indicator shows the services status:
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2. ZiKiT icon: both HL7 service and DICOM service are running

Save Menu
Saves the current configuration.

Changes Indicator
When edits are made, the modified controls and the save menu are highlighted in yellow.

How to connect to Data Base
See Connection to Data Base.

Connection String Text Box
See Connection String Text Box.

Check Connection Button
See Check Connection Button.

Connection Wizard Button
See Connection Wizard.

Select Data Base Button
See Select Data Base Button.

Queue Table Name

You may use a different name for the HL7_QUEUE table. This may be useful when running multiple
instances of the ZiKiT Runtime or if by coincidence your database already has a table with that name.
The HL7_QUEUE table structure must however stay the same.
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@ ZiKiT Control Panel - O X

Start HRZ ZIKiT HL7 Service Start DICOM Service  Save settings Help

Database Message processing Remote Applications HL7 Service DICOM Service DICOM Serv. Options

Default XML mapping file

built_in_mapping. HL7KIT

8

Default protocol version

| 251 v | Open Message Rules for edit Open Segment Definitions for edit

Max.message length

16384 |

Segment separator

|oxD ]

[] v2.XML representation
[[] uTF-8 encoding

Log full text

[] save message in: a

D Set Sending Facility in ACK by Receiving Facility from incoming

E] Unmapped messages get a success ACK

. Field was changed

XML Mapping File Text Box and Browse Button (Default Mapping File)
This is the default mapping file that the runtime service uses for processing messages. Use the browse

button to select a file. The mapping file is created using the ZiKiTMapper application. You may configure
a different mapping file for every remote application.

Message Configuration Version (Default)
See Message Configuration Version. You may configure a different message configuration version for

every remote application.
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Open Message Rules for edit
Opens currently selected msgRules file in Notepad.

Open Segment Definitions for edit
Opens currently selected segDefs file in Notepad.

Max. Message length
Maximum length (in bytes) of the buffer to send message through network. Increase this value if you

intend to send large messages.

Segment Separator
Use this text box to set the characters combination (Hexadecimal notation) to use as segment separator.
By default it's OxD (LF).

V2.XML representation Checkbox
When checked, send/receive all messages formatted as HL7 V2 XML. This property might be overridden

for each remote application.

UTF-8 Encoding Checkbox
When checked, all incoming/outbound HL7 messages will be processed as UTF-8 encoded .

Log Full Text Check-Box
When checked, the complete message body of every inbound and outbound message is logged in the

event log. See Monitoring and Logging.

Save Message Controls
When check-box is checked, the complete message body of every inbound message is saved in the
selected folder. NOTE: This option works only if "Log full text" is selected.

Set Sending Facility in ACK by Receiving Facility from incoming message Check-Box

If this flag is selected - value of "Receiving Facility" in MSH segment of incoming message will be used as
"Sending Facility" in MSH segment of the ACK message, If not selected - "Application Facility" value will
be inserted.

Set Sending Facility in ACK by Receiving Facility from incoming message Check-Box
When checked, direct the kit to use MSH6 field from the inbound message as the value for MSH4 field of

the Acknowledge message.

Unmapped messages get a success ACK Check-Box
When checked, expect a HL7 Acknowledge message for every outbound message.
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a

Start HRZ ZIKiT HL7 Service Start DICOM Service  Save settings Help

Database Message processing Remote Applications HL7 Senice DICOM Service DICOM Serv. Options

Connection timeout (msec.)
Application name Send Receive Maximum Retries
HL7 | (15000 | [15000 | 3 |
Application facility Interconnection pause (msec.) Retry Frequency
[Fac | [0 | 5 |
Listener port MLP Envelope prefix Out Poll Seconds
(2575 | 0@ | 130

MLP Envelope suffix Basic Securi
Outbound thread enabled = rity

10x1C 0xD | [None v]
Inbound thread enabled

Send acknowledge Receive acknowledge
[] Leave connection opened
Run DICOM Mapper as part of the HL7 Service [] Insert NULL for empty HL7 fields

Windows Certificates st . . .
HHncows Leriicates store [] Use TLS1.2 connection [ ] Verify client certificate
(® Local Machine

O current User HL7 Kit Certificate [TP] ’ X a

HL7 Kit Certificate Name | |

[] Use incoming folder: E‘

Incoming Files Filter: **

[] Use outgoing folder: EI

. Field was changed

Application Name Text Box
This is the application name of the runtime service (your application). This value is set to MSH 2 (Sending

Application) of every outbound messages and expected in MSH 4 (Receiving Application) of inbound
messages. This value is used for verification of the messages source and target when Basic Security is
set.
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Application Facility Text Box

This is the facility name of the runtime service (your application). This value is sent in MSH 3 (Sending
Facility) of outbound messages and expected in MSH 5 (Receiving Facility) of inbound messages. This
value is used for verification of the messages source and target when Basic Security is set.

Listener Port
This is the network port that the runtime service is using for inbound messages. Make sure that this port
is not used by other applications and that it is not blocked by any firewall.

Outbound thread enabled Check-Box
When un-checked, the outgoing messages processing of the ZiKiT service will not be started.

Inbound thread enabled Check-Box
When un-checked, the inbound messages processing of the ZiKiT service will not be started.

Run DICOM Mapper as part of the ZiKiT Service Check-Box
When checked, incoming DICOM files will be processed using defined mapping rules.

Insert NULL for empty HL7 fields check-box

If this check-box is set, NULL will inserted into Data Base for each empty HL7 fields in the inbound
message. When the field is NULL and the database table column has a not null constraint, the mapping
will fail and a failed ACK message will be sent. This allows user to have message content validation on

the mapping level.

Multiple Destinations Checkbox
One ZiKiT runtime service can integrate with many remote HL7 applications. When checked,
configuration of remote applications is enabled. See Multiple Destinations.

Leave connection opened Checkbox
When not checked (default), new connection will be opened for each outgoing message in batch
sending. If checked - all messages of the packet will be sent using single connection.

Connection Timeout Text Boxes
These are the connection timeouts for inbound and outbound connections in milliseconds.

Interconnection pause
Period in milliseconds after network connection was closed before check for another connection.
Default value is 0 which means no waiting between connections.

MLP Envelope Prefix
This is the hex notation of the MLP envelope prefix characters that the runtime service uses for inbound
and outbound messages.
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MLP Envelope Suffix
This is the hex notation of the MLP envelope suffix characters that the runtime service uses for inbound
and outbound messages.

Send Acknowledge Check-Box
When checked, send HL7 Acknowledge message for every inbound message. This property might be
overridden for each remote application.

Receive Acknowledge Check-Box
When checked, HL7 "Success" Acknowledge message will be send even if no mapping was defined for
incoming message. This property might be overridden for each remote application.

Maximum Retries

The runtime service will try sending a message this number of times before marking it as an flawed
message. Retries will be performed only if the message is syntactically valid but the remote application
didn’t receive it.

Retry Frequency
This is the number of seconds that the runtime service waits before attempting another retry.

Out Poll Seconds
The outbound messages queue poll period. The runtime service polls the HL7-QUEUE table every this

number of seconds and looks for new messages to send.

NOTE: This value is also used as period of the DICOM Mapping execution if “Run DICOM Mapper as part
of the ZiKiT Service" is selected.

Basic Security
This flag defines if and how the values in MSH 2, MSH 3, MSH 4, and MSH 5 are used for validating
Application Name, Facility Name, Remote Application Name and Remote Facility:

e None — No validation, accept all messages regardless of the values in MSH 2-5

e Sending — Validate Sending — For inbound messages, check that sending application (MSH2) and
facility (MSH3) match one of the predefined remote applications.

e Receiving — For inbound messages, check that application name (MSH4) and facility (MSH5)
match the predefined local application name and application facility.

e Both - For inbound messages, check both sending and receiving application and facility.

Incoming Folder

This text box specifies the directory that is monitored for incoming messages. The ZiKiT runtime service
will pick every file (or files filtered by incoming file filter) and process it. The service deletes files after
reading them. This property might be overridden for each remote application.
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Incoming Files Filter Textbox & Checkbox
If checkbox is checked - only files suitable for the mask typed in textbox will be proceeded as incoming
files.

Outgoing Folder
This text box specifies the directory where the service saves outgoing messages. Message files are
named with timestamp and “hl7” suffix.

Use TLS1.2 connection Checkbox
If selected enable secure HL7 network communication.

ZiKiT certificate name List
Allows to select one of the existing Windows certificates.

Verify client certificate Checkbox
When selected application will try to find remote client certificate file in the Clients Certificates folder

by certificate name.

Clients Certificates folder textbox
Path to folder where all remote clients certificate files will be stored.
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Remote Application List (1)
The remote application list displays all the applications that the kit is configured to integrate with. Click
an application line to highlight it and edit the application information is the edit area.

B Zik — O

Start HRZ ZIKiT HL7 Service Start DICOM Service  Save settings Help

Database Message processing Remote Applications HL7 Service DICOM Service DICOM Serv. Options

[] Multiple destinations

e N N R

Remote APP Remote FAC localhost 8085
Remote APP
s Default Remote application name
Remote APP *
Is Active |

~qd messages Remote application facility

. b e |Remote FAC * Update application
Send acknowledge Remote application host name
Receive acknowledge |Iocalhost .
[] v2.XML representation Remote application port
[] UTF-8 encoding |3°35 * + - Mandatory fields
Outgoing folder | | a
nable specific XM se default when message rule no
Enabl ific XML Use default wh [ t
XML mapping file EI
Protocol version .251 Open Message Rules for edit Open Segment Definitions for edit

[] TLS1.2 outbound connection [_| Verify remote certificate

. Field was changed

The Edit Area (2)
The controls in the edit area show the information of the highlighted application in the remote
applications list.
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Is Active Checkbox
When this checkbox is marked, messages will be sent to and received from the selected application.

By default, every outbound message is sent to all active remote applications, unless the integrator
explicitly sets the destination in the queue table entry.

Send Messages Checkbox
When this checkbox is set, messages will be sent to the selected application.

Receive Messages Checkbox
When this checkbox is set, messages received from the selected application will be processed.

Send Acknowledge Check-Box
When checked, send HL7 Acknowledge message for every inbound message.

Receive Acknowledge Check-Box
When checked, HL7 "Success" Acknowledge message will be send even if no mapping was defined for
incoming message.

V2.XML representation Checkbox
When checked, send/receive all messages formatted as HL7 V2 XML.

Remote Application Name Text Box

This is the application name of the selected remote application. This value is set in MSH 4 (Sending
Application) of outbound messages and expected in MSH 2 (Receiving Application) of inbound
messages. This value is used for verification of the messages source and target when Basic Security is
set.

Remote Application Facility Text Box
This is the facility name of the selected remote application. This value is set in MSH 5 (Sending facility) of
outbound messages and expected in MSH 3 (Receiving facility) of inbound messages. This value is used

for verification of the messages source and target when Basic Security is set.

Remote Application Host Name (or IP Address)
This is the host name or IP Address of the selected remote application. The runtime service sends
outbound messages intended to the selected application to this network address.

Remote Application Port
This is the network port that the selected remote application uses. The runtime service sends outbound
messages to this port of the selected remote application host.

Enable specific XML
Check this checkbox to enable the message configuration version and XML mapping file controls for the
currently selected remote application.
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Every remote application can have a different flavor of the HL7 protocol message definitions and
different mapping rules.

Message configuration version Combo Box
Select an application specific HL7 version that used when parsing and composing HL7 messages. This
setting overrides the settings in the Main Values pane.

Open Message Rules for edit
Opens currently selected msgRules file in Notepad.

Open Segment Definitions for edit
Opens currently selected segDefs file in Notepad.

XML mapping file text box and browse button
An application specific mapping rules to use when parsing and composing HL7 messages. This setting
overrides the settings in the Main Values pane.

Use default when message rule not defined

When this checkbox is checked and the application's specific mapping file doesn’t include a rule for the
event type of a message (received or sent) the ZiKiT runtime service will look for a rule in the default
mapping rules file and use it if found.

Start New Application Button
This button clears the edit area so the user can configure a new remote application.

Save Application Button
This button saves the new application configuration or the changes to an existing application
configuration.

Use TLS1.2 connection Checkbox
If selected enable secure HL7 network communication

Verify remote certificate Checkbox
When selected application will try to find remote client certificate file in the Clients Certificates folder
by certificate name defined in the "Remote Certificate File Name" textbox.

Remote Certificate File Name textbox

Path to certificate file stored in the Clients Certificates folder to use if " Verify client certificate" is
selected.
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DICOM Service and DICOM Service Options

These panes allows you set parameters of DICOM server installed as a part of ZiKiT (stored in DB in
CONFIGURATION table). Also you can add/edit/delete DICOM applications/Storage roots/DCM profiles
associated with the server.

Data Base can contain several sets of configuration values so you can select which one to use with
different instances of the DICOM server. By default DICOM server uses set with configuration Id = 1, to
make it work with another set, just add lines like:

[DB]

conf_id="2"

to DicomServer.ini file located in ZiKiT installation folder.

Stop DICOM server before changing any value (if it was started), edit all required values, click "Update"

and start server to apply changes.
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@ ZKiT Control Pane — O

Start HRZ ZIKiT HL7 Service Start DICOM Service  Save settings Help

Database Message processing Remote Applications HL7 Service DICOM Service DICOM Serv. Options

DICOM Server configuration keys (click on the row to select key to edit) Configuration Id:
WMooe  Joee Emsm -
ae_title DSRSVC Local ae title

'i' assoc_req_timeout 30 Network Association Request Timeout

'i' cert_subject_name dicomServerTest The certificate to be used, identified by its subject CN

'i' check_ae_titles 0 Set 1to check AE titles on incoming associations

'i' connection_timeout 30 Network connection timeout in seconds

'i' dicom_log 0 When this value is 1, detailed logging is on

'i' dimse_cmd_timeout 30 Network DIMSE Command Timeout

'i images_dir Path to where JPEG frames are stored

B MaxDICOMFilesToMap 100 How many DICOM files to insertinto DB on one pass

i' mut_auth 0 Set 1 to require client authentication

B port 104 Listener port

'i' retry_seconds 180 The number of seconds to wait before retrying a failed task

'i' save_image 0 Setto 1to save JPEG frames to images root

'i' scm_max_retry 3 The maximum number of retries for sending back commi...

'i' SCm_on_same_assoc 1 When this value is 1, storage_commitis performedon a ...

'i' site_options Set on/off specific site modifications

'i' storage_root_id 1 The ID ofthe storage root currently in use from storage ro...  ,

Edit / Add configuration key (please make sure you enter right data type!)

Key name Key value Clear
l | |

Description| | Add

Restart Logging Stop Logging

. Field was changed

Click "Stop Logging" to stop DICOM Server debug log. Click "Restart Logging" to start DICOM Server

debug log.

To add new configuration key - enter its parameter into empty fields (if instead of "Add" there is
"Update" button - it means you selected existing key earlier. Click "Clear" to return to a new key) and
click "Add".

To edit existing configuration key - just select the row in the grid (key parameters will be loaded into text
boxes and second button caption will be set to "Update"), change parameters and click "Update".

WARNING: Please be very careful changing configuration!!!
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@ ZIKiT Control Pane — O

Start HRZ ZIKiT HL7 Service Start DICOM Service  Save settings Help

Database Message processing Remote Applications HL7 Service DICOM Service DICOM Serv. Options

Storage roots (click on the row to select storage root to edit) Edit DCM profiles
w \DSRSVC
Edit / Add Storage Root Clear
Path | | Add

DICOM Applications (click on the row to select DICOM application to edit)

@ modalizer ModXa localhost 3108 1
Edit / Add DICOM application [J use TLS1.2 connection
Alias |modalizer ] AE Title IMoan I Echo
Host name |Iocalhost | Port |31 08 | Clear
Storage Root Id: | 1 v | Update

. Field was changed

"DICOM Service Options" pane allows to define multiple storage roots so each set of configuration
values can have its own storage root folder for saving incoming DICOM files ("storage_root_id"

configuration key)

To add new DICOM application / Storage Root - enter its parameter into empty fields (if instead of "Add"
there is "Update" button - it means you selected existing application/root earlier. Click "Clear" to return

to new application/root) and click "Add".
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To edit existing DICOM application/ Storage Root - just select the row in the grid (application parameters
will be loaded into text boxes and second button caption will be set to "Update"), change parameters
and click "Update".

Click "Echo” to test DICOM application settings.

Click "Edit DCM profiles" button to open form allowing to edit transfer syntaxes / DCM profiles which
DICOM server uses for identification of the incoming requests such as ECHO / Send / Modality Worklist /
Query Retrieve:

8l Edit DCM Profiles - [m} X

Filter by TS group:| ~ | and profile name:| ~|  Pcontexts on AE title (click on the row to select context to edit)
ot | Aoplyfiter  Showall [ | caling € tite Called AE Title DCM profile name

DCM Profiles (click on the row to select profile to edit)

- DCM profile name SOP class UID TS group name

default 1.2.840.10008.1.1 echo_qr
i default 1.2.840.10008.1.20.1 echo_gr
W default 1.2.840.10008.5.1.4.1.1.7 echo_qr
'i' default 1.2.840.10008.5.1.4.1.1.88.11 echo_qr
W defaut 1.2.840.10008.5.1.1.27 MPEG T
8 default 1.2.840.10008.5.1.1.29 MPEG ] !
@ default 1.2.840.10008.5.1.1.30 MPEG Calling A tite | | p—
B default 1.2.840.10008.5.1.4.1.1.1 MPEG Called AE Title | | -
B default 1.2.840.10008.5.1.4.1.1.1.1 MPEG DCM profile name: | v]
W default 1.2.840.10008.5.1.4.1.1.1.1.1 MPEG
B default 1.2.840.10008.5.1.4.1.1.1.2 MPEG Transfer syntax groups (click on the row to select group to edit)
W default 1.2.840.10008.5.1.4.1.1.1.2.1 MPEG . Transfer syntax UID
W default 1.2.840.10008.5.1.4.1.1.1.3 MPEG acholar 1.2.840.10008.1.2
W default 1.2.840.10008.5.1.4.1.1.1.3.1 MPEG i oY 1.2.840.10008.1.2.1
W default 1.2.840.10008.5.1.4.1.1.10 MPEG & echo_ar 1.2.840.10008.1.2.2
W default 1.2.840.10008.5.1.4.1.1.11 MPEG . @ wPec 1.2.840.10008.1.2.4.100

o T W WPEG 1.2.840.10008.1.2.4.101

Edit/ Add DCMProfile = vnrn AN DO D A DY v
Profile Name | | Clear Edit/ Add transfer syntax group
SOP class UID | | aa TS group name| | Clear

Transfer syntax group: I V‘ Transfer syntax UID| ] Add

Inbound Messages Processing
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Mapping L Inbound Message | _ HL7Service

Rules Processor

|090}01d /TH

External System

Database

)

When an external application sends a HL7 message to the ZiKiT Service, the message is processed
according to the inbound mapping rules defined for its event type and records are inserted into the

appropriate database tables.

The processing of the message is done based on the message structure definition and the foreign keys

(relationships) between the database tables.
The hierarchy of the HL7 message structure should match the hierarchy of the database tables.

Outbound Message Processing

|000}01d /TH

Mapping L Outbound Message

Rules Processor g HlLisenies

'

External System

HL7_QUEUE
Table

Database

)

Outbound message processing is triggered by inserting or updating a record in the HL7_QUEUE database
table. The ZiKiT service polls the HL7_QUEUE according to the configured Out Poll Seconds. If it finds
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record with status ready, it activates the outbound mapping rules and sends the message to the remote
system.

The outbound messages queue

The HL7_QUEUE Table
HRZ-ZiKiT runtime service uses the outbound queue for sending outgoing messages.

When defining an outbound rule, the mapping application can create a trigger on the database tables
participating in the rule so that when new data is inserted, a new queue record is created.

Click on "Create trigger" row under "Mapping" menu - application checks whether any trigger exists for
start table already. If exists - follow warning will displayed:

One or more triggers are already defined for the table MESSAGES.
Do you want to edit existing trigger?
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If "Yes" selected - "Edit trigger" screen will be opened:

www.hl7kit.com
info@roniza.com

UL NIRZ MESSAGES message id QRYATS

RZ MESSAGES message id ORYA1S
DROFP TR|RZ_MESSAGES, message_id_ORUROT

CREATE TRIGGER RZ_MESSAGES_message_id_QRYA19
AFTER INSERT
ON MESSAGES
WHEN NEW.message_type = 'QRY 419
BEGIN
INSERT INTO HL7_QUEUE
[ que_status
. que_creation_date
. que_event_type
. que_start_table
. que_start_field
. que_start_value
. que_update_date
. que_data_type
. que_retry_count
. que_last_error_code
. que_last_eror_message
. QUe_app_name
. que_app_facility)

[ Updoe || Covio || sevewotc

Select trigger from the list, change it's "CREATE" clause and update trigger in DB.

If user selects "No" or table doesn't have any trigger yet - "Create trigger" screen will be opened:

[] Get event type from the column:  message_type

CREATE TRIGGER RZ_ORURD1_MESSAGES_message_id
AFTER INSERT

ON MESSAGES

BEGIN

INSERT INTO HL7_QUEUE
[que_status
,que_creation_date
,que_event_type
.que_start_table
L.que_start_field
Lque_start_value
,que_update_date
.que_data_type
.que_retry_count
Lque_last_error_code
Lque_last_eror_message
,Que_app_name
Lque_app_facility)
ValLUES

2
Jdatetime['now’,localtime’)

T T
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By default application tries to create trigger which will fire on each inserted row, but there is option to
build trigger that checks inserted message type.

For that check "Get event type from the column" box and select required DB column (for example if
messages of several types might be inserted to start table but only part of them must be start point of
the queue):

Get event type from the column: [message_type

CREATE TRIGGER RZ_0ORURO1_MESSAGES_message_id
AFTER INSERT

EN E. mssage_type ='0RUROT

INSERT INTO HL7_QUEUE
[que_status
.que_creation_date
Jque_event_type
.que_start_table
.que_start_field
,que_start_value
.que_update_date
.que_data_type
Jque_retry_count
.que_last_ermor_code
.que_last_eror_message
que_app_name
.que_app_facility)

VaLUES

2

[ Ceae | cowo || Sevewone =

To delete trigger from DB click on "Delete trigger" row under "Mapping" menu - application checks
whether any trigger exists for start table already. If not - follow message will displayed:

No trigger was defined for the table MESSAGES
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If one or more triggers exist - "Delete trigger" screen will be opened:

AP 2 MESSAGES message id ORYA1S

RZ MESSAGES message id ORYATS

CREATE 1RZ_MESSAGES_message_id_ORURO1
AFTER INSER

|
ON MESSAGES
WHEN NEW . message_type = 'QRY"A19'
BEGIN
INSERT INTO HLY_QUEUE
[ que_status
, que_creation_date
. que_event_type
, que_start_table
, que_start_field
. que_start_value
, que_update_date
, que_data_type
. que_retry_count
. que_last_error_code
, que_last_ermor_message
. QUe_app_name
. que_app_facility)

VALUES
(2

[ Deletetigger I Convio ]

Select trigger from the list and delete it in DB.

NOTE: Built-in Data Base already contains trigger on MESSAGES tables for event types QRY~A19 and
ORU~RO1

Alternatively, the queue record can be inserted programmatically by your application.

Column Name Data Type Allow Description
Nulls
que_id int No The id of this queue entry. Referenced
in log records.

que_status int No The status of the queue entry:
Inserted =1,

Ready = 2,

Error =3,

Processing = 4,

Done =5,

Failed =6
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que_creation_date datetime Yes The date and time the record was
created on.
que_event_type nchar(10) Yes The HL7 Event type (e.g. ADTAO1) that

should be sent. This value must match
one of the rules in the mapping
definition file.

que_start_table nvarchar(100) Yes The table name that is the root table of
the outbound message rule.
que_start_field nvarchar(100) Yes The primary key or ID field that
identifies the message in the start
table.

que_start_value int Yes The id value of the record in the start
table that holds the message data to be
sent.

que_update_date datetime Yes The last time the queue record was
updated. Automatically updated by the
runtime service.

que_data_type nchar(10) Yes Not in use.

que_retry_count int Yes Send retries counter.
que_last_error_code int Yes The last retry error code.
que_last_error_message | nvarchar(MAX) | Yes The last retry error message
que_app_name nvarchar(100) Yes The remote application Name the

message will be sent to. If inserted with
NULL value, the runtime service will
duplicate the record for all active
remote application and manage one
queue record for each destination.
que_app_facility nvarchar(100) Yes The remote application facility. See
que_app_name.

Queue Statuses
The HL7_QUEUE status column can have the following values:

Status Name Meaning

1 Inserted This is the initial status, when a new record is created.

2 Ready The message is ready for sending. The runtime service picks up records
with status ready and sends them.

3 Error A final state for messages that could not be processed or sent.

4 Processing Intermittent state while the message is being sent.

5 Done The message has been sent successfully.

6 Failed Failed to send message. The service will retry sending failed messages
until the retry count is exhausted.
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Queue State machine

Inserted

Sending messages to multiple destinations
If the destination application in the HL7_QUEUE record is NULL, the runtime service duplicates the
record for every active remote application that it is configured to send messages to. If the destination

application is not NULL, the message is sent to the specified application.

Queries
HL7 Queries are not supported in this version of HRZ-ZiKiT.

Multiple Destinations
One HRZ-ZIKiT runtime service can integrate with many remote HL7 Applications. The remote

applications are configured using the Remote Application List (1).

Every remote application can be configured for sending, receiving or sending and receiving messages.

When a new message is generated, the runtime service sends it to every active application in the list

that is configured to send messages to.

When a new message is recived and the basic security checkbox is set, the runtime service validates the
source application name with the active applications that are configured to receive application from.
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Multiple Sources
If an application's specific mapping rules and HL7 version are configured, the ZiKiT runtime service will
first parse the MSH segment and use the rules and version that were configured to that application.

Maintenance

Monitoring and Logging
HRZ-ZIKiT uses the built in windows event log for logging. This makes it very easy to use advanced
monitoring tools built into your windows operating system.

Both ZiKiTReceiver and the ZiKiT Runtime Service write into the ZiKiT log file.!

If ZiKiT Service receives invalid input, for example XML document which is not of XMLV2 version,
incoming buffer will be stored as XML file in the Invalidinput folder located in your installation folder
(<installation-folder> by default). Name of the stored file is like "20170718054120159.xml".

NOTE: HRZ-ZiKiT’s evaluation copy does not write into the event log.

Message Structure Definitions

Message Rules

The message and segment rule files are only slightly different than the HL7 demonstration
implementation that is used for example in the IHE test tools. The major difference is the ability to
define hierarchical structure using aliases and thus making the definition for XML structure as well.

Editing the message rules

ACK:MSH MSA [ ERR ]

QRYQO01:MSH QRD [QRF] [DSC]

DSRQO3:MSH QRD [QRF] {DSP} [DSC]

ADTAQO1:MSH EVN \ PID <NK1> PVl [PV2] / patient
<OBX><AL1><DG1><PR1><GT1> <IN1 [IN2] [IN3]> [ACC] [UB1l] [UB2]
ADTAO3:ADTAOQO1

Figure 1: Message Rules Definition File. A hierarchy group alias is highlighted.

! Starting in version 1.4 the source for the log file is RZHL7Pro. Versions 1.3 and older used the source
RZHL7.
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The message rules configuration file msgRules.251 is using the common HL7 message definition
notation. This notation is very similar but not identical to BNF form.

Every line in the file represents one message definition.
The first element, preceding the colon sign: is the event type without the » separator.

When the event type is followed by a semicolon and another event type, it means that the structure of
the message defined by the event type on the left, is identical to the one with event type on the right. In
the example above - ADTAAO03 is defined to have an identical structure as ADTAAO1.

When the event type is followed by a colon, a list of segment names and special grouping characters
follow.

The special grouping characters are:

Open | Close Meaning Mandatory Repeating
group | group

{ } 1 or more occurrences Yes Yes

( ) Exactly one of Yes No

\ / Exactly one Yes No

[ ] 0 or 1 occurrences No No

< > 0 or more occurrences No Yes

Aliases

Elements that are not special characters or a valid segment names are regarded as aliases. Aliases are
used to group segments into entities. For example, in the ADTAA01 an alias called ‘patient’ is defined.
Note that the alias name comes AFTER the segments group.

It is recommended to use aliases because the common notation that is used for HL7 v2.x messages uses
tabulation to represent nesting - which may be very confusing. A good practice is to add a meaningful
alias for every nesting level in the message structure. The exactly one grouping characters \ and / are
unique to HRZ-ZiKiT and were added to enable aliasing for the top most level of the message.

NOTE: If there is group of segments which is present in the message more than one time - you have to
create alias for this group otherwise message cannot be processed properly. For example:

ORMOO01:MSH <NTE> [ PID <NTE> [PV1] [AL1] ] { ORC [ OBR <NTE> <DG1> <OBX<NTE>> Observation
1[BLG] [ZDS]} Order

There might be few groups of <OBX<NTE>> in the order so it must enclosed by alias :

<OBX<NTE>> Observation
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Editing the segment definitions

The segment definitions can be edited using a simple text editor like notepad.

Every segment is defined as a list of fields.

Field Definition

2 ID REQ NO RPT AcknowledgementCode /* 1 Acknowledgement Code */

20 ST REQ NO RPT MessageControlID /* 2 Message Control ID */
80 ST OPT NO RPT TextMessage /* 3 Text Message */

15 NM OPT NO RPT ExpectedSequenceNumber /* 4 Expected Sequence Number */
1 ID OPT NO RPT DelayedAckType /* 5 Delayed Ack Type */

A field is defined using the following attributes:

1

Length

A number stating the maximum data length of the field

Data type

A two-character field type code that defines the data type of the field.
Valid field types are:
sT, TX, ¥T, NM, DT, TM, TS, PN, TN, AD, ID, SI,
CcM, CK, CN, CQ, CE

Mandatory

A flag that defines if this field is mandatory or can be left blank:
e OPT - Optional
e REQ-Required

Repetition

A flag that define the repetition of the field
e NO_RPT - 0One value
e NO_MAX - Multiple values

Field name

A string that defines the field name for XML representation. The field name
must not include any spaces. CaMel notation is common.

6

Comment

Free text for documentation enclosed by /* */

Creating new configurations

Configuration files are stored in the application folder. The configuration is stored in two files called:

msgRules.251
segDefs.251

To create a new configuration simply copy an existing configuration and change its suffix.

Examples

This section includes three detailed example projects, one for processing incoming ADTAA01 (Patient

Admition) messages, one for sending outgoing ORU”R01 (Basic Report) messages and one for creating

and sending a QRY”?A19 (Query( message.

Every example contains:
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Readme file with detailed step by step instructions

MSSQL/MySQL/SQlLite Scripts for creating the databases and inserting data into the tables
HRZ-ZiKiT Mapping Definition file

HL7 message file to use in the example

P wnN e

The example projects are stored as HL7_COMBINED _EXAMPLES.zip file in <installation-folder>\Examples
folder.

<installation-folder>\Examples folder also contains few example HL7 message as separate files
(ADRA19.hl7, ADTA01.hl7, ORM_Example.hl7, ORURO1.hl7, QRYA19.hl7 and SIUS12.hl7)

Annexes

Concepts and Vocabulary

HL7 File

HL7 File is a file that stores a HL7 message data. HL7 File is not a text file. Every segment in the file is
separated by a segment separator character that is usually 0xD. Do not edit HL7 Files using a text editor
such as Notepad as it will replace the segment separators with newlines.

LLP

The Lower Layer Protocol (LLP), sometimes referred to as the Minimal Lower Layer Protocol (MLLP), is
the standard for transmitting HL7 messages via TCP/IP. Since TCP/IP is a continuous stream of bytes. The
wrapping protocol (i.e. headers and trailers) is required for communications code to recognize the start
and the end of each message. The Lower Layer Protocol is the most common mechanism for sending
unencrypted HL7 via TCP/IP over a local area network, such as those found in a hospital.

An HL7 message must be wrapped using a header and trailer (also called footer) to signify the beginning
and the end of a message. These headers and footers are typically non-printable characters that would
not be shown in the actual content of an HL7 message.

MLLP
MLLP is an acronym for Minimal Lower Level Protocol. See LLP.

ACK

The HL7 mechanism used for acknowledgment of delivery and/or processing. When a system receives a
message, it is expected to respond with the matching ACK message. The ACK message carries a status
code.

The handling of ACKs can be configured - expect or prevent ACK responses, and send ACKs or prevent

sending them.
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MWL

MWL is an acronym for Modality Worklist

MPPS

MPPS is an acronym for Modality Performed Procedure Step.

Manual Upgrade Instructions

A. Before starting setup.exe:

Y

www.hl7kit.com
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1. Stop ZiKiT Service and DICOM Server from the ZiKiT Service Configuration Panel

2. Stop all running ZiKiT applications including ZiKiT Service Configuration Panel (if minimized - exit

from the tray icon menu

Start HL7 Service
Stop HL7 Service
Start DICOM Service

Stop DICOM Service

Open HL7 Service Configuration Panel

Exit

3. Create some backup folder on your hard disk

4. Copy next files from HRZ-ZiKiT folder (default is C:\ZiKiT) to this backup folder

a. Old config files:

- ZiKiTMapper.exe.config,
- ZiKiTReceiver.exe.config,
- ZiKiTSender.exe.config,
- ZiKiTService.exe.config,

- ModalityWorklistSCU.exe.config,
- WorklistManager.exe.config,
- DICOMMapper.exe.config if exists,

- DicomServer.ini
b. Definitions files:
- msgRules.*,
- segDefs.*,
- hl7types.xml,
- ModalityCodes.txt,

- ProcedureDescription.txt
c. built_in_mapping.ZiKiT

d. DICOMDefinitions.xml
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e. DicomServer.db

C. Important: Un-install ZiKiT from the Control Panel

D. Run setup.exe and follow installation instructions (if you didn't use built-in DB in previous
version you might not connect to any DB after installation complete)

E. Stop ZiKiT Service and DICOM Server from the ZiKiT Service Configuration Panel if they are
started after installation. Exit ZiKiT Service Configuration Panel

F. Copy all files mentioned in A.4 from the installation folder (default is C:\ZiKiT) to some reserve
place (other than previously created backup folder!) in case you need clean configuration.

G. Copy all files from backup folder to installation folder

H. Open ZiKiT Service Configuration Panel, start ZiKiT Service and DICOM Server

Automatic Upgrade

Latest versions of HRZ-ZiKiT have built-in back up on uninstall. All configuration/definitions files
mentioned above will be stored in the ProgramData\HRZ\ZiKiTBackup folder.

Also all "clean" definitions file are copied to <installation-folder>\CleanDefinitions folder after
installation complete.

Opportunity to save/restore configuration files of all applications

@ ZiKiT Control Panel - [m] X

Start HRZ ZIKiT HL7 Service Start DICOM Service  Save settings | Help

Database Message processing Remote Applications HL7 Service DICOM Service [ About HRZ ZiKiT 2020 Runtit ’

User manual
Support portal
Save configuration All configurations
Dotabose pe HSSaL o os
Restore configuration HRZ ZiKiT HL7 Senice configuration

Manual Connection String (Advanced
mp oL ) DICOM Senvice configuration

DICOM Mapper configuration
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@ ZiKiT Control Panel - a X

Start HRZ ZIKiT HL7 Service Start DICOM Service  Save settings = Help

Database Message processing Remote Applications HL7 Service DICOM Senvice [ About HRZ ZIKIT 2020 Runtit

User manual

Support portal

Save configuration >
Database Type  MSSQL v DSN : -
Restore configuration

|:| Manual Connection String (Advanced)

All configurations

HRZ ZiKiT HL7 Senvice configuration
DICOM Senvice configuration
DICOM Mapper configuration

Clicking "Save configuration" user will be proposed to create ZIP file which will contain all
configurations/definitions files required for application running (config.exe. msgRules etc.)

Clicking "Restore configuration" user will be proposed to select ZIP file. If selected file contains required
configurations/definitions files - they will be restored to the folder of the application.
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